What is OSP?

OSP, or the Open Settlement Protocol, is web services like protocol that enables routing and
accounting of peering sessions among VolP networks. More precisely, OSP is the international
standard for "Inter-Domain pricing, Authorization and Usage Exchange of IP Communications."
The OSP standard is defined by TISPAN of the European Telecommunications Standards
Institute (ETSI) www.etsi.org. The OSP standard is officially known as ETSI Technical
Specification 101 321. Version 1.4.2 of this standard was ratified in December 1998. Version
4.1.1 of the OSP standard was ratified in November 2003 and may be downloaded from:
http://www.transnexus.com/OSP%20Toolkit/ts 101321v040101p.pdf.

What are OSP Messages?

OSP messages are very similar to SOAP and Web Services messages. OSP messages are a
defined set of XML messages, transmitted via HTTP, for enabling VolP peering sessions. The
ETSI OSP standard defines a rich set of messages for routing, authorizing and accounting for IP
multimedia communications. However, the most commonly used OSP messages are limited to
IP VoIP routing queries (RouteAuthorization and AuthorizationResponse messages)
and Call Detail Reporting (Usage Indication and UsageConfirmation messages).

Basic Call Scenario with OSP

The diagram below describes a basic VolP call scenario where an OSP server is used as an
external routing and CDR collection server for a VolP signaling device such as a session border
controller, softswitch, gatekeeper, SIP proxy or B2BUA.
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1) Call setup from source device to VolP signaling device.

2) VolP signaling devices sends an OSP AuthorizationRequest to the OSP server. The OSP
server returns an OSP AuthorizationResponse which may include the following information:
a) List of destination IP addresses
b) VolP protocol supported by the destination device
¢) Authorized call duration
d) Translated calling and called numbers

3) The VolIP signaling device completes the call to the destination device.

4) When the call is completed, the VolP signaling device sends an OSP defined Call Detalil
Record to the OSP server.

Using OSP for Secure Peering

The OSP standard also defines the format for digitally signed tokens which can be used to secure
peer to peer calling. The diagram below illustrates how a trusted OSP server enables secure
routing between two VolIP peers.
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1. The source VolP devices send an OSP AuthorizationRequest to the OSP server. The OSP
server authenticates the peering request and returns an OSP AuthorizationResponse that
includes digitally signed peering token authorizing access to the destination network.

2. Call setup between the source and destination peers. The OSP peering token is included in
the SIP INVITE or Q.931 (H.323) call setup.

3. The destination peer validates the OSP peering token using the public key of the trusted OSP
server. If the token is valid the call is accepted.

4. When the call ends, both the source and destination peers report OSP defined call detall
records to the OSP server.

Example OSP AuthorizationResponse Message

HTTP/1.1 200 OK HTTP Header
Server: IP address of OSP server

Date: Thu, 12 May 2005 18:32:59 GMT

Connection: Keep-Alive

Keep-Alive: timeout=3600, max=5000

Content-Length: 1996

Content-Type: text/plain

<?xml version='1.0'?> OSP Message
<Messaae messaaeld='11703738491' random="'21655"'>
<AuthorizationResponse componentld='11703738490">
<Timestamp>2005-05-12T18:32:59Z</Timestamp>
<Transactionld>4785098287068543017</Transactionld> Call ID from
<Destination> source device

<Callld encoding="base64'>MTEXNTkxOTE3Ny45</Callld> ﬁ
d

Unique Transaction
ID per call

Called Number

<DestinationInfo type='e164'>Called Number</Destinationinfo
may be translated

<DestinationSignalAddress>[IP Address: Port]</DestinationSignalA
<i;arg§5§:322400<mm Call authorized for ’ \i IP Address of ’
<Unit>s</Unit> [ 14440 seconds Call authorized Called Number
</UsageDetail>
<ValidAfter>2005-05-12T18:27:59Z</ValidAfter>
<ValidUntil>2005-05-12T18:37:59Z</ValidUntil> Protocol may be ’

<DestinationProtocol>sip</DestinationProtocol> SIP. H323. IAX. ...
<Sourcelnfo type='e164'>Calling Number</Sourcelnfo>

<Token engoding:'base64' j Digitally signed of token
VjOXxCnI9MJE2NTUKYZz0KQz03Nz a3hPVEUzTnkONQphPT

IWMDUtMDUtMTJUMTg6Mjc6NTIaCnU9MjAWNSOWNSOxMIQxOD0ozNzo1OVoKSTOONz

to start in 10
minute window




OSP Resources

The OSP Toolkit project on SourceForge, http:/sourceforge.net/projects/osp-toolkit, includes a
complete open source library for an OSP client implementation.

The RAMS project on SourceForge, http://sourceforge.net/projects/rams, is an open source,
reference OSP server written in Java.

OpenOSP, http://www.vovida.org/applications/downloads/openosp, is an open source OSP
server written in C.

A free version of the commercial NexSRS OSP Peering Server is available from TransNexus at
http://www.transnexus.com/OSP%20Toolkit/Peering_Server/VolP_Peering_Server.htm.

Detailed Call Scenario with OSP

The diagrams below describe a typical call scenario using OSP. A VolP call originates from an IP
phone registered with an enterprise IP PBX. The off-net call is routed from the IP-PBX to a
Session Border Controller (SBC) which then completes the call to the Public Switched Telephone
Network (PSTN) via an IP network. The SBC could be at the edge of the enterprise network or
could be used by a service provider as VolP switch.
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1. SIP Invite from IP PBX to SBC

2. SBC sends an OSP AuthorizationRequest to the OSP Server as shown below.

<?xml version="1.0"?>

<Message messageld='"11703738491" random='1170373849"">
<AuthorizationRequest componentld="11703738490">
<Timestamp>2005-05-12T17:32:57Z</Timestamp>

<Callld encoding=""base64">Call 1D</Callld>

<Sourcelnfo type="el64'">Calling Number</Sourcelnfo>

<Devicelnfo type="transport">[PBX IP Address]</Devicelnfo>
<SourceAlternate type="transport'">[SBC IP address]</SourceAlternate>
<Destinationinfo type="el64">Called Number</Destinationlnfo>
<Service>voice<Service/>

<MaximumDestinations>Number of Destinations</MaximumDestinations>
</AuthorizationRequest>

</Message>
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OSP Server returns OSP AuthorizationResponse with two destinations as shown below:

<?xml version="1.0"?>
<Message messageld="11703738491" random="21655">
<AuthorizationResponse componentld="11703738490">
<Timestamp>2005-05-12T18:32:59Z</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>
<Transactionld>Transaction ID</Transactionld>
<Destination>
<Callld encoding="base64">Call 1D</Callld>
<Destinationinfo type=-"el64">Called Number</Destinationinfo>
<DestinationSignalAddress>[Carrierl IP Address]</DestinationSignalAddress>
<Token encoding="base64">0SP Token</Token>
<UsageDetail>
<Amount>14400</Amount>
<Increment>1</Increment>
<Service/>
<Unit>s</Unit>
</UsageDetai l>
<Val idAfter>2005-05-12T18:27:59z</Val idAfter>
<ValiduUntil>2005-05-12T18:37:59Z</Validuntil>
<DestinationProtocol critical="False">sip</DestinationProtocol>
<OSPVersion critical="False">0.0.0</0SPVersion>
<Sourcelnfo type="el64" critical="False">Calling Number</Sourcelnfo>
</Destination>
<Destination>
<Callld encoding="base64">Call I1D</Callld>
<DestinationInfo type="el64">Called Number</Destinationlnfo>
<DestinationSignalAddress>[Carrier2 IP Address]</DestinationSignalAddress>
<Token encoding="base64">0SP Token</Token>
<UsageDetail>
<Amount>14400</Amount>
<Increment>1</Increment>
<Service/>
<Unit>s</Unit>
</UsageDetail>
<Val idAfter>2005-05-12T18:27:59z</Val idAfter>
<ValidUnti1>2005-05-12T18:37:59Z</Validuntil>
<DestinationProtocol critical="False">h323</DestinationProtocol>
<OSPVersion critical="False">0.0.0</0SPVersion>
<Sourcelnfo type="el64" critical="False">Calling Number</Sourcelnfo>
</Destination>
</AuthorizationResponse>
</Message>



The SBC sends a SIP Invite to Carrierl, the first destination. The call attempts fails.

The SBC retries the call with an H323 call setup to Carrier2. The call succeeds.
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When the call ends, the SBC sends an OSP Usage Indication message to the OSP Server as
shown below:

<?xml version="1.0"?>
<Message messageld=""47850982870685430173" random="'1140717192">
<Usagelndication componentld="47850982870685430172">
<Timestamp>2005-05-12T17:33:33Z</Timestamp>
<Role>source</Role>
<Transactionld>Transaction ID</Transactionld>
<Callld encoding=""base64">Call 1D</Callld>
<Sourcelnfo type="el64'">Calling Number</Sourcelnfo>
<Devicelnfo type="transport">[PBX IP Address]</Devicelnfo>
<SourceAlternate type='"transport'>[SBC IP Address]</SourceAlternate>
<Destinationinfo type="el64">Called Number</Destinationinfo>
<DestinationAlternate type="transport'>[Carrierl IP address]</DestinationAlternate>
<FailureReason>503</Fai lureReason>
</Usagelndication>
<Usagelndication componentld="47850982870685430174">
<Timestamp>2005-05-12T17:33:33Z</Timestamp>
<Role>source</Role>
<Transactionld>Transaction ID</Transactionld>
<Callld encoding=""base64'>Call 1D</Callld>
<Sourcelnfo type="el64'">Calling Number</Sourcelnfo>
<Devicelnfo type="transport">[PBX IP Address]</Devicelnfo>
<SourceAlternate type="transport'>[SBC IP Address]</SourceAlternate>
<Destinationinfo type="el64">Called Number</Destinationlinfo>
<DestinationAlternate type="transport'>[Carrier2 IP address]</DestinationAlternate>
<UsageDetail>
<Amount>23</Amount>
<Increment>1</Increment>
<Unit>s</Unit>
<StartTime>2005-05-12T17:33:10Z</StartTime>
<AlertTime>2005-05-12T17:42:12Z</EndTime>
<EndTime>2005-05-12T17:42:27Z</EndTime>
<ConnectTime>2005-05-12T17:42:17Z</ConnectTime>
<ReleaseSource>0</ReleaseSource>
</UsageDetail>
<FailureReason>1016</FailureReason>
<Statistics critical="False">
<LossSent critical="False">
<Packets critical="False'>0</Packets>
<Fraction critical="False">0</Fraction>
</LossSent>
<LossReceived critical="False'>
<Packets critical="False'>0</Packets>



<Fraction critical="False">0</Fraction>
</LossReceived>
</Statistics>
</Usagelndication>
</Message>

The OSP Server returns an OSP UsageConfirmation message to the SBC.

<?xml version="1.0"7>

<Message messageld="47850982870685430173" random="21172">

<UsageConfirmation componentld="47850982870685430172">
<Timestamp>2005-05-12T18:33:34Z</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>

</UsageConfirmation>

<UsageConfirmation componentld="47850982870685430174">
<Timestamp>2005-05-12T18:33:34Z</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>

</UsageConfirmation>

</Message>



