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1 Introduction
This documentation discusses the requirements, design, implementation and work plan of the

captcha gateway project.

2 Requirements
This section discusses the requirements of the project. There are several different sets of
requirements for different use cases. The baseline use case is the NexOSS-FC solution.

2.1 Full Requirements

destinations:

Forward call
(SIP proxy)

Redirect?

Yes
v

Yes
v

Nex0SS/NexOSS-FC

Return value

Return 3xx
(Redirect server)

Return 603

404

Use captcha feature?

Input correct?

Answer call

6 configurable options
1. Use NexOSS/NexOSS-FC
2. SIP proxy or redirect

3. Decline

4. Use captcha feature

5. Record call

6. Drop fraud call

Forward back to SBC
and record call

It needs changes for the following features on GW

PN

Handle OSP AuthReq response codes separately
Support both SIP proxy and redirect server solutions.
Add captcha feature

Add recording feature

l€—Yes

P Log fraud call

Record call?

Drop call?

Yes
v

No—p» Return 404

A 4

Drop (complete) call

Transfer call back to
SBC




Note: The further requirements may include retrieving optional behavior instructions from OSP
AuthRsp in different ways, such as outbound called number prefix per destination. In this case,
GW does not have any configuration option.

2.2 First Step Requirements

(’ Start

Captcha input correct?

Log fraud call

Yes
Forward back to SBC
?
and record call €—Yes Record call

No

Drop call?

Yes v

Transfer call back to

Drop (complete) call <BC

Since the full requirements request source code changes in NexOSS, OSPrey, OSP Toolkit and
GW itself, the first step is to implement captcha and recording features that only request
configuration changes.

The behavior options are configured in GW.

2.3 Second Step Requirements

These requirements only add a little bit for the first step requirements. The configurable options
are erased. The behavior of GW should be triggered by the contents in the SIP INVITE messages
from SBC.



2.4 SBC Requirements

241

Acme

There is not any real technique issue. Only several things should be considered,

1.
2.

2.4.2

SIP REFER
Codec translation may be involved.

Perimeta

Similar to Acme, Perimeta must be configured to support SIP REFER and codec translation.

3 Implementation Proposal

1.

A PBX application should be used as the captcha gateway. FreeSWITCH is selected for
this purpose.

FreeSWITCH mod_expr is used to generate random number (pin).

FreeSWITCH mod_dptools:play_and_get digits is used to play prompt messages and
retrieve caller input.

FreeSWTICH mod_dptools:deflect is used to transfer call back to SBC. FreeSWTICH is
removed from the list of connection hops and tell SBC to reroute the call.
FreeSWTICH mod_dptools:record_session is used to record fraud calls.

4 Outstanding Questions

1.

Architecture. As an additional feature of the solutions provided by Transnexus, Captcha
GW is easy to be added into any solution/network diagram. All depend on the
requirements from customers.

5 Test Cases
The test cases include call transfer case and call forward with recording case.

5.1 Acme

5.1.1 Transfer

5.1.1.1 Acme Logs
52:11.767 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
INVITE sip:14040000001@sip.transnexus.com SIP/2.0

Via:

SIP/2.0/UDP 172.16.5.15:63359;branch=z9hG4bK-524287-1---

31b0fe35a46b9£f23; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>
To: <sip:14040000001@sip.transnexus.com>

From:

<sip:di-shi@sip.transnexus.com>; tag=85b06e03

Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwWODRhOGMWZDRIM2U2NzY

CSeq:

1 INVITE



Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp

Supported: replaces

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 209

v=0

o=- 13136320312666226 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

52:11.768 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=2z9hG4bK-524287-
1---31b0fe35a46b9£f23; rport=63359

To: <sip:14040000001@sip.transnexus.com>

From: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwODRhOGMwZDRIM2U2NzY

CSeqg: 1 INVITE

52:11.770 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080

INVITE sip:14040000001@sip.transnexus.com SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK7h%ar610£f040610977m0.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060;transport=udp>

To: <sip:14040000001@sip.transnexus.com>

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5£098£3e65cec63d1848al1774al10-c548ge?

CSeqg: 1 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp

Supported: replaces

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 209

Route: <sip:14040000001@172.16.4.113:5080;1r>

v=0

o=- 13136320312666226 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv



52:11.772 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK7h9%ar610£f040610977m0.1

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@sip.transnexus.com>

Call-ID: SDvmfm701-e42c5f098£3e65cec63d1848al774a1l0-c548ge2

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Content-Length: 0

52:11.777 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK7h9%ar610£f040610977m0.1
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

Call-ID: SDvmfm701-e42c5f098£3e65cec63d1848al774a1l0-c548ge2

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z2~e6d643b29c~64bit
Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491828281 1491828282 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 18432 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

52:11.777 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=2z9hG4bK-524287-
1---31b0fe35a46b9f23; rport=63359

To: <sip:14040000001@sip.transnexus.com>;tag=SDvmfm799-UNgmreycQpDgr

From: <sip:di-shi@sip.transnexus.com>;tag=85b06e03



Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwWODRhOGMwZDRIM2U2NzY

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.158:5060; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491828281 1491828282 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 18432 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

52:12.016 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
ACK sip:14040000001Q@172.16.4.158:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:63359;branch=z9hG4bK-524287-1---
b8c9£75e5¢c797b30; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:14040000001l@sip.transnexus.com>; tag=SDvmfm799-UNgmreycQpDgr
From: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGUSNTg5YzA4MDM3YTM5YWUwODRhOGMwZDRIM2U2NzY

CSeqg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: O

52:12.017 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
ACK sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK71gddgl103861lelsgm6d0.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
Call-ID: SDvmfm701-e42c5f098f3e65cec63d1848al774a10-c548ge2
CSeg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0



52:20.117 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080

REFER sip:di-shi@172.16.4.159:5060;transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branch=z9hG4bKXUHFDKyr8v79N
Max-Forwards: 70

From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5f098f3e65cec63d1848al774al0-c548ge?2

CSeqg: 105587297 REFER

Contact: <sip:14040000001Q@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Refer-To: <sip:14040000001@172.16.4.159>

Referred-By: <sip:172.16.4.113:5080>

Content-Length: 0

52:20.119 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060

INVITE sip:14040000001@172.16.4.159 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK89th162050a05109c7el.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060;transport=udp>

To: <sip:14040000001@172.16.4.159>

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-fb87£f89bfd5bbf2686£7016450f6a4chb-c548ge?2

CSeqg: 2 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp

Supported: replaces

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 209

Referred-By: <sip:172.16.4.113:5080>

Route: <sip:14040000001@172.16.4.19:5060;1r>

v=0

o=- 13136320312666226 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

52:20.120 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
SIP/2.0 202 Accepted



Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=z29hG4bKXUHFDKyr8v79N; rport=5080
From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5f098f3e65cec63d1848al774al0-c548ge?2

CSeqg: 105587297 REFER

52:20.123 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK89th162050a05109c7el.1
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0125

Call-ID: SDvmfm701-£fb87f89bfd5bbf2686£7016450f6a4cb-c548ge2

CSeqg: 2 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

52:20.123 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK89th162050a05109c7el.1
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0125

Call-ID: SDvmfm701-fb87f89bfd5bbf2686£7016450f6a4cb-c548ge2

CSeqg: 2 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Type: application/sdp

Content-Length: 133

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000

52:20.124 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
NOTIFY sip:14040000001@172.16.4.113:5080;transport=udp SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK9p3j3f2050egdlo977m0
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr
Call-ID: SDvmfm701-e42c5f098£f3e65cec63d1848al774a1l0~-c548ge?2
CSeqg: 2 NOTIFY

Content-Length: 14

Event: refer

Subscription-State: terminated;reason=noresource

Content-Type: message/sipfrag

10



Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>
Max-Forwards: 70

SIP/2.0 200 OK

52:20.124 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

INVITE sip:di-shi@172.16.5.15:63359 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.158:5060;branch=29hG4bKa%ak502050egdlsgb6t0
From: <sip:14040000001@sip.transnexus.com>;tag=SDvmfm799-UNgmreycQpDgr
To: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwODRhOGMwZDRIM2U2NzY

CSeg: 1 INVITE

Content-Length: 133

Content-Type: application/sdp

Contact: <sip:172.16.4.158:5060; transport=udp>

Max-Forwards: 70

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000

52:20.125 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060

ACK sip:172.16.4.19:5060; transport=UDP SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9nhG4bKapgn713050egdlsgg6ll.1
To: <sip:14040000001Q@172.16.4.159>;tag=16941SIPpTag0125

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-fb87f89bfd5bbf2686£7016450f6a4cb-c548ge2

CSeqg: 2 ACK

Max-Forwards: 70

52:20.126 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK9p3j3f2050egdlo977m0
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

Call-ID: SDvmfm701-e42c5£098£f3e65cec63d1848al1774al10~-c548ge?

CSeq: 2 NOTIFY

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

11



52:20.318 On [1:0]1172.16.4.159:5060 received from 172.16.4.113:5080

BYE sip:di-shi@172.16.4.159:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bKy4a8eeFv55XvH
Max-Forwards: 70

From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5f098£3e65cec63d1848al774a1l0-c548ge2

CSeqg: 105587298 BYE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

52:20.319 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=2z9nG4bKy4a8eeFv55XvH; rport=5080
From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5f098£3e65cec63d1848al774a1l0-c548ge2

CSeqg: 105587298 BYE

Content-Length: O

52:20.408 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.158:5060;branch=z9hG4bKa%ak502050egdlsgb6t0
To: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

From: <sip:14040000001@sip.transnexus.com>; tag=SDvmfm799-UNgmreycQpDgr
Call-ID: 84253NGUSNTg5YzA4MDM3YTMS5YWUwODRhOGMwZDRIM2U2NzY

CSeqg: 1 INVITE

Content-Length: O

52:20.429 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.158:5060;branch=z9hG4bKa%ak502050egdlsgb6t0
Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

From: <sip:14040000001@sip.transnexus.com>; tag=SDvmfm799-UNgmreycQpDgr
Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwODRhOGMWZDRIM2U2NzY

CSeg: 1 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp
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Supported: replaces
User-Agent: X-Lite release 4.9.8 stamp 84253
Content-Length: 151

v=0

o=- 13136320312666226 2 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8

a=sendrecv

52:20.430 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

ACK sip:di-shi@172.16.5.15:63359 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.158:5060;branch=z9nhG4bKbptrbj309%90oph2lo9c6ul
CSeqg: 1 ACK

From: <sip:14040000001@sip.transnexus.com>; tag=SDvmfm799-UNgmreycQpDgr
To: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGULSNTg5YzA4MDM3YTMSYWUwODRhOGMwZDRIM2U2NzY
Max-Forwards: 70

Content-Length: 0

52:28.391 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
BYE sip:172.16.4.158:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:63359;branch=z9hG4bK-524287-1~---
c9d3a25d58317366; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:14040000001l@sip.transnexus.com>; tag=SDvmfm799-UNgmreycQpDgr
From: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGULSNTg5YzA4MDM3YTMS5YWUwODRhOGMwZDRIM2U2NzY

CSeqg: 2 BYE

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

52:28.392 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060
BYE sip:172.16.4.19:5060; transport=UDP SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bKc94vd0009gkgblsgr651.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0125
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
Call-ID: SDvmfm701-fb87£f89bfd5bbf2686£7016450f6a4cb-c548ge?
CSeqg: 3 BYE

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0
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52:28.409 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9nG4bKc94vd0009gkgblsgr651.1
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0125

Call-ID: SDvmfm701-£fb87£89bfd5bbf2686£7016450f6a4cb-c548ge2

CSeqg: 3 BYE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

52:28.410 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=29hG4bK-524287~-
1---c9d3a25d58317366; rport=63359

To: <sip:14040000001@sip.transnexus.com>;tag=SDvmfm799-UNgmreycQpDgr

From: <sip:di-shi@sip.transnexus.com>;tag=85b06e03

Call-ID: 84253NGUSNTg5YzA4MDM3YTMS5YWUwODRhOGMwZDRIM2U2NzY

CSeqg: 2 BYE

Contact: <sip:172.16.4.158:5060; transport=udp>

Content-Length: 0

5.1.1.2 FreeSWITCH Logs
recv 829 bytes from udp/[172.16.4.159]:5060 at 13:51:53.946982:
INVITE sip:14040000001@sip.transnexus.com SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK7h%ar610f040610977m0.1
Max-Forwards: 69
Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>
To: <sip:14040000001@sip.transnexus.com>
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
Call-ID: SDvmfm701-e42c5£f098£3e65cec63d1848al774al0-c548ge?2
CSeqg: 1 INVITE
Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp
Supported: replaces
User-Agent: X-Lite release 4.9.8 stamp 84253
Content-Length: 209
Route: <sip:14040000001@172.16.4.113:5080;1r>

v=0

o=- 13136320312666226 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8 0 101
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a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15
a=sendrecv

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK7h%ar610£f040610977m0.1

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@sip.transnexus.com>

Call-ID: SDvmfm701-e42c5f098f3e65cec63d1848al774al0-c548ge?2

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Content-Length: 0

2017-04-10 13:51:53.930775 [NOTICE] switch channel.c:1104 New Channel
sofia/external/di-shi@sip.transnexus.com [61f255ac-1el6-11e7-8d65-95cecd3f4d3e]
2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS NEW (Cur 1
Tot 5)

2017-04-10 13:51:53.930775 [DEBUG] sofia.c:9825 sofia/external/di-
shi@sip.transnexus.com receiving invite from 172.16.4.159:5060 version: 1.6.16
git e6d643b 2017-04-03 14:24:237Z 64bit

2017-04-10 13:51:53.930775 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [received] [100]

2017-04-10 13:51:53.930775 [DEBUG] sofia.c:7058 Remote SDP:

v=0

o=- 13136320312666226 1 IN IP4 172.16.5.15

s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 58548 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

2017-04-10 13:51:53.930775 [DEBUG] sofia.c:7450 (sofia/external/di-
shi@sip.transnexus.com) State Change CS NEW -> CS INIT

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:603
(sofia/external/di-shi@sip.transnexus.com) State NEW

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_INIT (Cur 1
Tot 5)

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT

2017-04-10 13:51:53.930775 [DEBUG] mod sofia.c:90 sofia/external/di-
shi@sip.transnexus.com SOFIA INIT

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:40
sofia/external/di-shi@sip.transnexus.com Standard INIT

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:48
(sofia/external/di-shi@sip.transnexus.com) State Change CS_INIT -> CS_ROUTING
2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT going to sleep
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2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_ROUTING (Cur
1 Tot 5)

2017-04-10 13:51:53.930775 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change DOWN -> RINGING

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-10 13:51:53.930775 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-10 13:51:53.930775 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context txnx

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->unloop]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (PASS) [unloop]
${unroll loops} (true) =~ /“true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [unloop]

${sip looped call} () =~ /“true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->outside call]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition

[outside call]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (outside call=true)
Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->call debug]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [call debug]
${call debug} (false) =~ /"“true$/ break=never

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->detector]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition [detector]
Dialplan: sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML captcha)

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE (Cur
1 Tot 5)

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-10 13:51:53.930775 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-10 13:51:53.930775 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com set (outside call=true)
2017-04-10 13:51:53.930775 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [outside call]=[true]

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000001 XML
captcha)

2017-04-10 13:51:53.930775 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING
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2017-04-10 13:51:53.930775

[NOTICE] switch ivr.c:2172 Transfer

sofia/external/di-shi@sip.transnexus.com to XML[14040000001Qcaptcha]

2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

1 Tot 5)
2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

2017-04-10 13:51:53.930775

[DEBUG]
transnexus.com)
[DEBUG]
transnexus.com)

switch core state machine.c:650
State EXECUTE going to sleep
switch core state machine.c:584

[DEBUG] switch core state machine.c:643
transnexus.com) State ROUTING
[DEBUG] mod sofia.c:143 sofia/external/di-

shi@sip.transnexus.com SOFIA ROUTING

2017-04-10 13:51:53.930775

[DEBUG] switch core state machine.c:236

sofia/external/di-shi@sip.transnexus.com Standard ROUTING
[INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context captcha

2017-04-10 13:51:53.930775

Dialplan:
continue=false
Dialplan:
Dialplan:
Dialplan:

sofia/external/di-shi@sip.transnexus.com Absolute Condition

sofia/external/di-shi@sip.transnexus.com Action answer ()
sofia/external/di-shi@sip.transnexus.com Action

set (pin_number=${expr (randomize (&seed) ;ceil (random (0, 9999, &seed))) })

Dialplan:
iterated ${pin_number})
Dialplan:

sofia/external/di-shi@sip.transnexus.com Action say(en number

please enter pin followed by pound.wav)

Dialplan:

set (invalid prompt=ivr/ivr-

sofia/external/di-shi@sip.transnexus.com Action

pin or extension is-invalid.wav)

Running State Change CS ROUTING

(Cur

sofia/external/di-shi@sip.transnexus.com parsing [captcha->captchal

[captchal

sofia/external/di-shi@sip.transnexus.com Action set (prompt=ivr/ivr-

Dialplan: sofia/external/di-shi@sip.transnexus.com Action play and get digits(1l
4 1 4000 # S{prompt} ${invalid prompt} res ~S${pin number}$ 4000
${destination number} XML captcha fraud)

Dialplan:

sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML captcha no_ fraud)

2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

CS_EXECUTE
2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.transnexus.com) Running State Change CS EXECUTE

1 Tot 5)
2017-04-10 13:51:53.930775

(sofia/external/di-shi@sip.

2017-04-10 13:51:53.930775

[DEBUG]
transnexus.com)

switch core state machine.c:286
State Change CS ROUTING ->

[DEBUG]
transnexus.com)
[DEBUG]

switch core state machine.c:643
State ROUTING going to sleep
switch core state machine.c:584

[DEBUG] switch core state machine.c:650
transnexus.com) State EXECUTE
[DEBUG] mod sofia.c:198 sofia/external/di-

shi@sip.transnexus.com SOFIA EXECUTE

2017-04-10 13:51:53.930775

[DEBUG] switch core state machine.c:328

sofia/external/di-shi@sip.transnexus.com Standard EXECUTE
EXECUTE sofia/external/di-shi@sip.transnexus.com answer ()

2017-04-10 13:51:53.930775

[DEBUG] switch core media.c:4429 Audio Codec

[PCMA:8:8000:20:64000:1]1/[G722:9:8000:20:64000:1]

2017-04-10 13:51:53.930775

[DEBUG] switch core media.c:4429 Audio Codec

[PCMA:8:8000:20:64000:1]1/[PCMU:0:8000:20:64000:1]

2017-04-10 13:51:53.930775

[DEBUG] switch core media.c:4429 Audio Codec

[PCMA:8:8000:20:64000:1]1/[PCMA:8:8000:20:64000:1]

2017-04-10 13:51:53.930775

[DEBUG] switch core media.c:4484 Audio Codec

[PCMA:8:8000:20:64000:1] ++++ is saved as a match
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2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[G722:9:8000:20:64000:1]

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]1/[PCMU:0:8000:20:64000:1]

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMU:0:8000:20:64000:1] ++++ is saved as a match

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4345 Set telephone-event
payload to 101@8000

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/di-shi@sip.transnexus.com PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-10 13:51:53.930775 [DEBUG] switch core codec.c:111 sofia/external/di-
shi@sip.transnexus.com Original read codec set to PCMA:8

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4688 Set telephone-event
payload to 101@8000

2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:4747 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101 recv payload to 101
2017-04-10 13:51:53.930775 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/di-shi@sip.transnexus.com] 172.16.4.113 port 18432 ->
172.16.5.15 port 58548 codec: 8 ms: 20

2017-04-10 13:51:53.930775 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms

2017-04-10 13:51:53.950669 [DEBUG] switch core media.c:7109 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101

2017-04-10 13:51:53.950669 [DEBUG] switch core media.c:7116 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf receive payload to 101

2017-04-10 13:51:53.950669 [DEBUG] switch core media.c:7139 sofia/external/di-
shi@sip.transnexus.com Set rtp dtmf delay to 40

2017-04-10 13:51:53.950669 [NOTICE] sofia media.c:92 Pre-Answer
sofia/external/di-shi@sip.transnexus.com!

2017-04-10 13:51:53.950669 [DEBUG] switch channel.c:3473 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> EARLY

2017-04-10 13:51:53.950669 [DEBUG] switch core media.c:6786 Audio params are
unchanged for sofia/external/di-shi@sip.transnexus.com.

2017-04-10 13:51:53.950669 [DEBUG] mod sofia.c:850 Local SDP sofia/external/di-
shi@sip.transnexus.com:

v=0

o=FreeSWITCH 1491828281 1491828282 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 18432 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

send 1030 bytes to udp/[172.16.4.159]1:5060 at 13:51:53.952408:

SIP/2.0 200 OK
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK7h%ar610£f040610977m0.1
From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
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To: <sip:14040000001@sip.transnexus.com>;tag=UNgmreycQpDgr

Call-ID: SDvmfm701-e42c5£f098£3e65cec63d1848al774a1l0-c548ge2

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491828281 1491828282 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 18432 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20
2017-04-10 13:51:53.950669 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [completed] [200]
2017-04-10 13:51:53.950669 [NOTICE] mod dptools.c:1312 Channel
[sofia/external/di-shi@sip.transnexus.com] has been answered
2017-04-10 13:51:53.950669 [DEBUG] switch channel.c:3772 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change EARLY -> ACTIVE
EXECUTE sofia/external/di-shi@sip.transnexus.com set (pin number=3899)
2017-04-10 13:51:53.950669 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [pin number]=[3899]
EXECUTE sofia/external/di-shi@sip.transnexus.com say(en number iterated 3899)
2017-04-10 13:51:53.970727 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms
recv 470 bytes from udp/[172.16.4.159]:5060 at 13:51:54.194138:

ACK sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK719ddgl0386lelsgm6d0.1

Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5£f098f3e65cec63d1848al774al0-c548ge?2

CSeqg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0
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2017-04-10 13:51:54.190684 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [ready] [200]

2017-04-10 13:51:54.210680 [DEBUG] switch rtp.c:7228 Correct audio ip/port
confirmed.

2017-04-10 13:51:55.790675 [DEBUG] switch ivr play say.c:1942 done playing file
file string://digits/3.wav!digits/8.wav!digits/9.wav!digits/9.wav

EXECUTE sofia/external/di-shi@sip.transnexus.com set (prompt=ivr/ivr-

please enter pin followed by pound.wav)

2017-04-10 13:51:55.810673 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [prompt]=[ivr/ivr-please enter pin followed by pound.wav]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (invalid prompt=ivr/ivr-
pin or extension is-invalid.wav)

2017-04-10 13:51:55.810673 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [invalid prompt]=[ivr/ivr-pin or extension is-
invalid.wav]

EXECUTE sofia/external/di-shi@sip.transnexus.com play and get digits(l 4 1 4000
# ivr/ivr-please enter pin followed by pound.wav ivr/ivr-pin or extension is-
invalid.wav res ~3899$ 4000 14040000001 XML captcha fraud)

2017-04-10 13:51:55.810673 [DEBUG] mod dptools.c:2718 Transfer on failure =
(14040000001 XML captcha fraud].

2017-04-10 13:51:55.810673 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms

2017-04-10 13:51:58.570778 [DEBUG] switch ivr play say.c:1942 done playing file
/usr/local/freeswitch/sounds/en/us/callie/ivr/ivr-

please enter pin followed by pound.wav

2017-04-10 13:51:59.210889 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 3:1280
2017-04-10 13:51:59.210889 [INFO] switch channel.c:515 RECV DTMF 3:1280
2017-04-10 13:52:00.490817 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 8:1280
2017-04-10 13:52:00.490817 [INFO] switch channel.c:515 RECV DTMF 8:1280
2017-04-10 13:52:01.530851 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 9:1280
2017-04-10 13:52:01.530851 [INFO] switch channel.c:515 RECV DTMF 9:1280
2017-04-10 13:52:02.270869 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 9:1280
2017-04-10 13:52:02.270869 [INFO] switch channel.c:515 RECV DTMF 9:1280

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000001 XML
captcha no fraud)

2017-04-10 13:52:02.290669 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING

2017-04-10 13:52:02.290669 [NOTICE] switch ivr.c:2172 Transfer
sofia/external/di-shi@sip.transnexus.com to XML[14040000001@captcha no fraud]
2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS ROUTING (Cur
1 Tot 5)

2017-04-10 13:52:02.290669 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change ACTIVE -> RINGING

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-10 13:52:02.290669 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-10 13:52:02.290669 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context captcha no fraud

(
(
[
[
[
[
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Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [captcha no fraud-

>fraud detected] continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition
[fraud detected]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

deflect (sip:${destination number}@${network addr})

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS_ROUTING ->
CS_EXECUTE

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:584

(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE

1 Tot 5)

(Cur

2017-04-10 13:52:02.290669 [DEBUG] switch channel.c:2251 (sofia/external/di-

shi@sip.transnexus.com) Callstate Change RINGING -> ACTIVE

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-10 13:52:02.290669 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-10 13:52:02.290669 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com

deflect (sip:14040000001@172.16.4.159)

send 716 bytes to udp/[172.16.4.159]:5060 at 13:52:02.291849:

REFER sip:di-shi@172.16.4.159:5060;transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branch=z9hG4bKXUHFDKyr8v79N

Max-Forwards: 70

From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5£098£f3e65cec63d1848al1774al10-c548ge2

CSeqg: 105587297 REFER

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,

REFER, NOTIFY
Supported: timer, path, replaces
Refer-To: <sip:14040000001@172.16.4.159>
Referred-By: <sip:172.16.4.113:5080>
Content-Length: 0

SIP/2.0 202 Accepted
Via: SIP/2.0/UDP

172.16.4.113:5080;received=172.16.4.113;branch=z9hG4bKXUHFDKyr8v79N; rport=5080

From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr
To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
Call-ID: SDvmfm701-e42c5£098f3e65cec63d1848al774al0-c548ge2
CSeqg: 105587297 REFER

21



recv 538 bytes from udp/[172.16.4.159]:5060 at 13:52:02.300157:

NOTIFY sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK9p333f2050egdlo977m0

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr
Call-ID: SDvmfm701-e42c5£f098£3e65cec63d1848al774al0-c548ge2
CSeqg: 2 NOTIFY

Content-Length: 14

Event: refer

Subscription-State: terminated;reason=noresource
Content-Type: message/sipfrag

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>
Max-Forwards: 70

SIP/2.0 200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK9p33j3£2050egdlo977m0

From: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

To: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

Call-ID: SDvmfm701-e42c5£098£f3e65cec63d1848al1774al0-c548ge2

CSeqg: 2 NOTIFY

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

REGISTER,

2017-04-10 13:52:02.490815 [NOTICE] sofia.c:670 Hangup sofia/external/di-

shi@sip.transnexus.com [CS EXECUTE] [BLIND TRANSFER]
send 632 bytes to udp/[172.16.4.159]:5060 at 13:52:02.492953:

BYE sip:di-shi@172.16.4.159:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branch=z9hG4bKy4a8eeFv55XvH

Max-Forwards: 70
From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr
To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03
Call-ID: SDvmfm701-e42c5£098£f3e65cec63d1848al1774al10-c548ge?2
CSeqg: 105587298 BYE
Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>
User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE,
REFER, NOTIFY
Supported: timer, path, replaces
Content-Length: 0
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2017-04-10 13:52:02.490815 [DEBUG] switch core session.c:2814
sofia/external/di-shi@sip.transnexus.com skip receive message
[APPLICATION EXEC COMPLETE] (channel is hungup already)

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_HANGUP (Cur
1 Tot 5)

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:850
(sofia/external/di-shi@sip.transnexus.com) Callstate Change ACTIVE -> HANGUP
2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP

2017-04-10 13:52:02.490815 [DEBUG] mod sofia.c:438 Channel sofia/external/di-
shi@sip.transnexus.com hanging up, cause: BLIND TRANSFER

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:60
sofia/external/di-shi@sip.transnexus.com Standard HANGUP, cause: BLIND TRANSFER
2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP going to sleep
2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:619
(sofia/external/di-shi@sip.transnexus.com) State Change CS_HANGUP ->
CS_REPORTING

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_REPORTING
(Cur 1 Tot 5)

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:174
sofia/external/di-shi@sip.transnexus.com Standard REPORTING, cause:

BLIND TRANSFER

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING going to sleep
2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:610
(sofia/external/di-shi@sip.transnexus.com) State Change CS REPORTING ->
CS_DESTROY

2017-04-10 13:52:02.490815 [DEBUG] switch core session.c:1664 Session 5
(sofia/external/di-shi@sip.transnexus.com) Locked, Waiting on external entities
2017-04-10 13:52:02.490815 [NOTICE] switch core session.c:1682 Session 5
(sofia/external/di-shi@sip.transnexus.com) Ended

2017-04-10 13:52:02.490815 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/di-shi@sip.transnexus.com [CS DESTROY]

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:741
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS DESTROY (Cur
0 Tot 5)

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY

2017-04-10 13:52:02.490815 [DEBUG] mod sofia.c:343 sofia/external/di-
shi@sip.transnexus.com SOFIA DESTROY

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:181
sofia/external/di-shi@sip.transnexus.com Standard DESTROY

2017-04-10 13:52:02.490815 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY going to sleep

recv 338 bytes from udp/[172.16.4.159]:5060 at 13:52:02.495230:

SIP/2.0 200 OK
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Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=29hG4bKy4a8eeFv55XvH; rport=5080

From: <sip:14040000001@sip.transnexus.com>; tag=UNgmreycQpDgr

To: <sip:di-shi@sip.transnexus.com>;tag=SDvmfm701-85b06e03

Call-ID: SDvmfm701-e42c5f098f3e65cec63d1848al774al0-c548ge?2

CSeqg: 105587298 BYE

Content-Length: 0

5.1.2 Forward

5.1.2.1 Acme Logs

10:49.024 On [1:0]1172.16.4.158:5060 received from 172.16.5.15:63359
INVITE sip:14040000001@sip.transnexus.com SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:63359;branch=29hG4bK-524287-1--~
c77a382fb22cff3d; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:14040000001@sip.transnexus.com>

From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTV1IMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNTjc

CSeqg: 1 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp

Supported: replaces

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 209

v=0

o=- 13136314230673877 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 53292 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

10:49.025 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=2z9hG4bK-524287~-
1---c77a382fb22cff3d; rport=63359

To: <sip:14040000001@sip.transnexus.com>

From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTVIMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNjc

CSeg: 1 INVITE

10:49.027 On [1:0]1172.16.4.159:5060 sent to 172.16.4.113:5080
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INVITE sip:14040000001@sip.transnexus.com SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK392ftf0038fh01lsgb6t0.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>

From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

Call-ID: SD6dnu201-60b10df037ed95060473949£712£03d7-c548ge2

CSeg: 1 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp

Supported: replaces

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 209

Route: <sip:14040000001@172.16.4.113:5080;1r>

v=0

o=- 13136314230673877 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 53292 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

10:49.028 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK392ftf0038fh01sgb6t0.1

From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

To: <sip:14040000001@sip.transnexus.com>

Call-ID: SD6dnu201-60b10df037ed9506b473949£712£f03d7-c548ge?

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Content-Length: O

10:49.034 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK392ftf0038fh01lsgb6t0.1
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH

Call-ID: SD6dnu201-60b10df037ed9506b473949£712£f03d7-c548ge?

CSeq: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp
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Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

0=FreeSWITCH 1491819957 1491819958 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 20674 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

10:49.034 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=2z9hG4bK-524287-
1---c77a382fb22cff3d; rport=63359

To: <sip:14040000001@sip.transnexus.com>;tag=SD6dnu299-S3X2mrv5v40aH

From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTV1IMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNjc

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.158:5060; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491819957 1491819958 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 20674 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

10:49.048 On [1:0]1172.16.4.159:5060 received from 172.16.4.113:5080
INVITE sip:14040000001@172.16.4.159 SIP/2.0
Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bKt05471BeH24HK
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Max-Forwards: 67

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>

Call-ID: 1024c2c7-98ab-1235-5c8£-000c29b£f0560

CSeqg: 105584251 INVITE

Contact: <sip:mod sofia@172.16.4.113:5080>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 422

X-FS-Support: update display,send info

Remote-Party-ID: "di-shi" <sip:di-

shi@172.16.4.113>;party=calling; screen=yes;privacy=off

v=0

0=FreeSWITCH 1491809963 1491809964 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30668 RTP/AVP 8 9 0 101
a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=ptime:20

m=video 24496 RTP/AVP 102
b=AS:1024

a=rtpmap:102 VP8/90000
a=rtcp-£fb:102 ccm fir
a=rtcp-fb:102 ccm tmmbr
a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

10:49.049 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080

SIP/2.0 100 Trying

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=29nG4bKt05471BeH24HK; rport=5080
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>

Call-ID: 1024c2c7-98ab-1235-5c8£-000c290£f0560

CSeq: 105584251 INVITE

10:49.050 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060
INVITE sip:14040000001@172.16.4.19:5060 SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK4p8gvo004g50el109i1760.1
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Max-Forwards: 66

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDjlv9201-tcQUpKDISDQXc

To: <sip:14040000001Q@172.16.4.159>

Call-ID: SDjlv9201-6ac61016426b79520b0e89%ecB8e2f94f6-c548ge?

CSeqg: 105584251 INVITE

Contact: <sip:mod sofia@172.16.4.159:5060; transport=udp>

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 422

X-FS-Support: update display,send info

Remote-Party-ID: "di-shi" <sip:di-

shi@172.16.4.113>;party=calling; screen=yes;privacy=off

v=0

0=FreeSWITCH 1491809963 1491809964 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30668 RTP/AVP 8 9 0 101
a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=ptime:20

m=video 24496 RTP/AVP 102
b=AS:1024

a=rtpmap:102 VP8/90000
a=rtcp-£fb:102 ccm fir
a=rtcp-fb:102 ccm tmmbr
a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

10:49.053 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK4p8gvo004g50e109i1760.1
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDjlv9201-tcQUpKDI9SDQXc
To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0124

Call-ID: SDjlv9201-6ac61016426b79520b0e89%ec8e2f94f6-c548ge2

CSeq: 105584251 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

10:49.053 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
SIP/2.0 180 Ringing
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Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=29hG4bKt05471BeH24HK; rport=5080
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0l24

Call-ID: 1024c2c7-98ab-1235-5c8£-000c29b£f0560

CSeqg: 105584251 INVITE

Contact: <sip:172.16.4.159:5060; transport=udp>

Content-Length: 0

10:49.053 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK4p8gvo004g50el09i760.1
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDjlv9201-tcQUpKDISDQXc
To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0124

Call-ID: SDjlv9201-6ac61016426b79520b0e89%ec8e2£94£6-c548ge2

CSeg: 105584251 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Type: application/sdp

Content-Length: 133

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000

10:49.054 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
SIP/2.0 200 OK

Via: SIP/2.0/UDP

172.16.4.113:5080; received=172.16.4.113;branch=2z9nG4bKt05471BeH24HK; rport=5080
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQOXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124
Call-ID: 1024c2c7-98ab-1235-5c8f-000c29bf0560

CSeqg: 105584251 INVITE

Contact: <sip:172.16.4.159:5060; transport=udp>

Content-Type: application/sdp

Content-Length: 133

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000
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10:49.056 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080
ACK sip:172.16.4.159:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bKU9yX9vvHeBU4e
Max-Forwards: 70

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1lv9299-16941SIPpTag0124
Call-ID: 1024c2c7-98ab-1235-5c8f-000c29b£f0560

CSeqg: 105584251 ACK

Contact: <sip:mod sofia@172.16.4.113:5080>

Content-Length: 0

10:49.056 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060

ACK sip:172.16.4.19:5060; transport=UDP SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK4hfjh1104gcg3lsgg6ll.l
Max-Forwards: 69

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDjlv9201-tcQUpKDISDQXc
To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0124

Call-ID: SDjlv9201-6ac61016426b79520b0e89%ec8e2f94f6-c548ge?2

CSeqg: 105584251 ACK

Contact: <sip:mod sofia@172.16.4.159:5060; transport=udp>
Content-Length: 0

10:49.398 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
ACK sip:14040000001Q@172.16.4.158:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:63359;branch=z9hG4bK-524287-1---
a755736340150d55; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:14040000001l@sip.transnexus.com>;tag=SD6dnu299-3S3X2mrv5v40aH
From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTVIMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNjc

CSeqg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: O

10:49.399 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
ACK sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK51mkjal09gr01109s7ml.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>; tag=S3X2mrv5v40aH
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337
Call-ID: SD6dnu201-60b10df037ed95060473949f712£03d7-c548ge2
CSeg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0
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10:58.790 On [1:0]172.16.4.158:5060 received from 172.16.5.15:63359
BYE sip:14040000001@172.16.4.158:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:63359;branch=z9hG4bK-524287-1---
4d305a70d02ecc70; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:63359>

To: <sip:14040000001@sip.transnexus.com>; tag=SD6dnu299-33X2mrv5v40aH
From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTVIMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNjc

CSeqg: 2 BYE

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

10:58.791 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080
BYE sip:14040000001@172.16.4.113:5080;transport=udp SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK5hsnl1o010009011sg07t1.1
Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>; tag=S3X2mrv5v40aH
From: <sip:di-shi@sip.transnexus.com>;tag=SDodnu201-d4d31337
Call-ID: SD6dnu201-60b10df037ed9506b473949£f712£f03d7-c548ge?2
CSeqg: 2 BYE

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

10:58.793 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9nG4bK5hsnl1010009011sg07tl1.1
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH

Call-ID: SD6dnu201-60b10df037ed95060b473949£f712£03d7-c548ge2

CSeq: 2 BYE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

10:58.793 On [1:0]172.16.4.158:5060 sent to 172.16.5.15:63359

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.5.15:63359;received=172.16.5.15;branch=z9hG4bK-524287—-
1---4d305a70d02ecc70; rport=63359

31



To: <sip:14040000001@sip.transnexus.com>;tag=SD6dnu299-S3X2mrv5v40aH

From: <sip:di-shi@sip.transnexus.com>;tag=d4d31337

Call-ID: 84253MTZmZTV1IMzF1ZTQ50GZmMT1hZj1hMTE2MIhmZGYzNTjc

CSeqg: 2 BYE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

10:58.800 On [1:0]172.16.4.159:5060 received from 172.16.4.113:5080

BYE sip:172.16.4.159:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9nhG4bKvjrpBrDNBmHQa
Max-Forwards: 70

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1lv9299-16941SIPpTag0l24

Call-ID: 1024c2c7-98ab-1235-5c8f-000c29b£f0560

CSeqg: 105584252 BYE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Reason: Q.850;cause=16; text="NORMAL CLEARING"

Content-Length: 0

10:58.800 On [1:0]172.16.4.159:5060 sent to 172.16.4.19:5060

BYE sip:172.16.4.19:5060; transport=UDP SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9nG4bK613pnl12009ig310977m0.1
Max-Forwards: 69

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDjlv9201-tcQUpKDI9SDQXc

To: <sip:14040000001Q@172.16.4.159>;tag=16941SIPpTag0124

Call-ID: SDjlv9201-6ac61016426b79520b0e89ecB8e2f94f6-c548ge?

CSeqg: 105584252 BYE

User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Reason: Q.850;cause=16; text="NORMAL CLEARING"

Content-Length: 0

10:58.804 On [1:0]172.16.4.159:5060 received from 172.16.4.19:5060
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK613pn1200gig310977m0.1
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=SDj1v9201-tcQUPKDISDOXC
To: <sip:14040000001@172.16.4.159>;tag=16941SIPpTag0124

Call-ID: SDj1v9201-6ac61016426b79520b0e8%ec8e2f94f6-c548ge2
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CSeqg: 105584252 BYE
Contact: <sip:172.16.4.19:5060; transport=UDP>
Content-Length: 0

10:58.805 On [1:0]172.16.4.159:5060 sent to 172.16.4.113:5080

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=2z9nhG4bKvjrpBrDNBmHQa; rport=5080
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124

Call-ID: 1024c2c7-98ab-1235-5c8f-000c29b£f0560

CSeqg: 105584252 BYE

Contact: <sip:172.16.4.159:5060; transport=udp>

Content-Length: 0

5.1.2.2 FreeSWITCH Logs
recv 829 bytes from udp/[172.16.4.159]:5060 at 12:10:31.899619:
INVITE sip:14040000001@sip.transnexus.com SIP/2.0
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK392ftf0038fh01lsgb6t0.1
Max-Forwards: 69
Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>
To: <sip:14040000001@sip.transnexus.com>
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337
Call-ID: SD6dnu201-60b10df037ed9506b473949£712£03d7-c548ge2
CSeqg: 1 INVITE
Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS
Content-Type: application/sdp
Supported: replaces
User-Agent: X-Lite release 4.9.8 stamp 84253
Content-Length: 209
Route: <sip:14040000001@172.16.4.113:5080;1r>

v=0

o=- 13136314230673877 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 53292 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

SIP/2.0 100 Trying
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK392ftf0038fh01sgb6t0.1
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337
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To: <sip:14040000001@sip.transnexus.com>
Call-ID: SD6dnu201-60b10df037ed9506b473949£712£03d7-c548ge2
CSeqg: 1 INVITE
User-Agent: FreeSWITCH-

mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit
Content-Length: 0

2017-04-10 12:10:31.890748 [NOTICE] switch channel.c:1104 New Channel
sofia/external/di-shi@sip.transnexus.com [38c3897a-1e08-11e7-8d4f-95cecd3f4d3e]
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS NEW (Cur 1
Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] sofia.c:9825 sofia/external/di-
shi@sip.transnexus.com receiving invite from 172.16.4.159:5060 version: 1.6.16
git e6d643b 2017-04-03 14:24:23Z 64bit

2017-04-10 12:10:31.890748 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [received] [100]

2017-04-10 12:10:31.890748 [DEBUG] sofia.c:7058 Remote SDP:

v=0

o=- 13136314230673877 1 IN IP4 172.16.5.15

s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 53292 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

2017-04-10 12:10:31.890748 [DEBUG] sofia.c:7450 (sofia/external/di-
shi@sip.transnexus.com) State Change CS NEW -> CS INIT

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:603
(sofia/external/di-shi@sip.transnexus.com) State NEW

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_INIT (Cur 1
Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT

2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:90 sofia/external/di-
shi@sip.transnexus.com SOFIA INIT

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:40
sofia/external/di-shi@sip.transnexus.com Standard INIT

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:48
(sofia/external/di-shi@sip.transnexus.com) State Change CS INIT -> CS ROUTING
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT going to sleep
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS ROUTING (Cur
1 Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change DOWN -> RINGING

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING
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2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-10 12:10:31.890748 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context txnx

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->unloop]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (PASS) [unloop]
${unroll loops} (true) =~ /"true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [unloop]

${sip looped call} () =~ /"true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->outside call]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition

[outside call]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (outside call=true)
Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->call debug]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [call debug]
${call debug} (false) =~ /“true$/ break=never

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->detector]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition [detector]
Dialplan: sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML recording)

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS EXECUTE (Cur
1 Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com set (outside call=true)
2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [outside call]=[true]

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000001 XML
recording)

2017-04-10 12:10:31.890748 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING

2017-04-10 12:10:31.890748 [NOTICE] switch ivr.c:2172 Transfer
sofia/external/di-shi@sip.transnexus.com to XML[14040000001@recording]
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS ROUTING (Cur
1 Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING
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2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-10 12:10:31.890748 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context recording

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [recording-
>recording] continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition
[recording]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action answer ()

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD_TITLE=Recording ${destination number} S${caller id number}

S{strftime (%Y-%m-%d %H:%M) })

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD COPYRIGHT=(c) 2017 TransNexus, Inc.)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD_SOFTWARE=FreeSWI TCH)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD COMMENT=Record of fraud detected call)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD_DATE=S${strftime (%Y-%m-%d %H:%M) })

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (RECORD STEREO=false)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

record session(/usr/local/freeswitch/recordings/${strftime ($Y-%m-%d-%H-%M-

%$S)} _S{destination number} S${caller id number}.wav)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (ringback=${us-
ring})

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

bridge ({media mix inbound outbound codecs=true}sofia/external/${destination num
ber}@${network addr})

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS EXECUTE (Cur
1 Tot 3)

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-10 12:10:31.890748 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com answer ()

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]1/[G722:9:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMU:0:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMA:8:8000:20:64000:1] ++++ is saved as a match
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2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[G722:9:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]1/[PCMU:0:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMU:0:8000:20:64000:1] ++++ is saved as a match

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4345 Set telephone-event
payload to 101@8000

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/di-shi@sip.transnexus.com PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-10 12:10:31.890748 [DEBUG] switch core codec.c:111 sofia/external/di-
shi@sip.transnexus.com Original read codec set to PCMA:8

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4688 Set telephone-event
payload to 101@8000

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:4747 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101 recv payload to 101
2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/di-shi@sip.transnexus.com] 172.16.4.113 port 20674 ->
172.16.5.15 port 53292 codec: 8 ms: 20

2017-04-10 12:10:31.890748 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:7109 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:7116 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf receive payload to 101

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:7139 sofia/external/di-
shi@sip.transnexus.com Set rtp dtmf delay to 40

2017-04-10 12:10:31.890748 [NOTICE] sofia media.c:92 Pre-Answer
sofia/external/di-shi@sip.transnexus.com!

2017-04-10 12:10:31.890748 [DEBUG] switch channel.c:3473 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> EARLY

2017-04-10 12:10:31.890748 [DEBUG] switch core media.c:6786 Audio params are
unchanged for sofia/external/di-shi@sip.transnexus.com.

2017-04-10 12:10:31.890748 [DEBUG] mod sofia.c:850 Local SDP sofia/external/di-
shi@sip.transnexus.com:

v=0

o=FreeSWITCH 1491819957 1491819958 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 20674 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

send 1030 bytes to udp/[172.16.4.159]1:5060 at 12:10:31.905075:

SIP/2.0 200 OK
Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK392ftf0038fh01lsgb6t0.1
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337
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To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH

Call-ID: SD6dnu201-60b10df037ed95060b473949£712£03d7-c548ge2

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=o0ff;screen=no

v=0

o=FreeSWITCH 1491819957 1491819958 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 20674 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20
2017-04-10 12:10:31.890748 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [completed] [200]
2017-04-10 12:10:31.890748 [NOTICE] mod dptools.c:1312 Channel
[sofia/external/di-shi@sip.transnexus.com] has been answered
2017-04-10 12:10:31.890748 [DEBUG] switch channel.c:3772 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change EARLY -> ACTIVE
EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD TITLE=Recording
14040000001 di-shi 2017-04-10 12:10)
2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD TITLE]=[Recording 14040000001 di-shi 2017-04-10
12:10]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD COPYRIGHT=(c) 2017
TransNexus, Inc.)
2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD COPYRIGHT]=[(c) 2017 TransNexus, Inc.]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD SOFTWARE=FreeSWITCH)

2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD SOFTWARE]=[FreeSWITCH]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD COMMENT=Record of
fraud detected call)

2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD COMMENT]=[Record of fraud detected call]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD DATE=2017-04-10
12:10)

2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD DATE]=[2017-04-10 12:10]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD STEREO=false)
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2017-04-10 12:10:31.890748 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD STEREO]=[false]

EXECUTE sofia/external/di-shi@sip.transnexus.com

record session(/usr/local/freeswitch/recordings/2017-04-10-12-10-

31 14040000001 di-shi.wav)

2017-04-10 12:10:31.910808 [DEBUG] switch core media bug.c:828 Attaching BUG to
sofia/external/di-shi@sip.transnexus.com

EXECUTE sofia/external/di-shi@sip.transnexus.com

set (ringback=%(2000,4000,440,480))

2017-04-10 12:10:31.910808 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [ringback]=[%(2000,4000,440,480)]

EXECUTE sofia/external/di-shi@sip.transnexus.com

bridge ({media mix inbound outbound codecs=true}sofia/external/14040000001@172.1
6.4.159)

2017-04-10 12:10:31.910808 [DEBUG] switch channel.c:1823 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change ACTIVE -> RING WAIT

2017-04-10 12:10:31.910808 [DEBUG] switch ivr originate.c:2142 Parsing global
variables

2017-04-10 12:10:31.910808 [NOTICE] switch channel.c:1104 New Channel
sofia/external/14040000001Q@172.16.4.159 [38c661b8-1e08-11e7-8d60-95cecd3f4d3e]
2017-04-10 12:10:31.910808 [DEBUG] mod sofia.c:4818
(sofia/external/14040000001@172.16.4.159) State Change CS NEW -> CS_INIT
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.159) Running State Change CS INIT (Cur 2
Tot 4)

2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:627
(sofia/external/14040000001Q@172.16.4.159) State INIT

2017-04-10 12:10:31.910808 [DEBUG] mod sofia.c:90
sofia/external/14040000001@172.16.4.159 SOFIA INIT

2017-04-10 12:10:31.910808 [DEBUG] sofia glue.c:1295
sofia/external/14040000001Q@172.16.4.159 sending invite version: 1.6.16 git
e6d643b 2017-04-03 14:24:237 64bit

Local SDP:

v=0

o=FreeSWITCH 1491809963 1491809964 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30668 RTP/AVP 8 9 0 101

a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

m=video 24496 RTP/AVP 102

b=AS:1024

a=rtpmap:102 VP8/90000

a=rtcp-£fb:102 ccm fir

a=rtcp-fb:102 ccm tmmbr

a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

send 1228 bytes to udp/[172.16.4.159]1:5060 at 12:10:31.919555:

39



INVITE sip:14040000001@172.16.4.159 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bKt05471BeH24HK

Max-Forwards: 67
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc
To: <sip:14040000001@172.16.4.159>
Call-ID: 1024c2c7-98ab-1235-5c8£f-000c29b£f0560
CSeqg: 105584251 INVITE
Contact: <sip:mod_sofia@172.16.4.113:5080>
User-Agent: FreeSWITCH-
mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,

REFER, NOTIFY
Supported: timer, path, replaces
Allow-Events: talk, hold, conference, refer
Content-Type: application/sdp
Content-Disposition: session
Content-Length: 422
X-FS-Support: update display,send info
Remote-Party-ID: "di-shi" <sip:di-
shi@172.16.4.113>;party=calling;screen=yes;privacy=off

v=0

o=FreeSWITCH 1491809963 1491809964 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30668 RTP/AVP 8 9 0 101
a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=ptime:20

m=video 24496 RTP/AVP 102
b=AS:1024

a=rtpmap:102 VP8/90000
a=rtcp-fb:102 ccm fir
a=rtcp-fb:102 ccm tmmbr
a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:
sofia/external/14040000001@172.16.4.159 Standard INIT

2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:
(sofia/external/14040000001@172.16.4.159) State Change CS_INIT
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:

48
-> CS_ROUTING
627

(sofia/external/14040000001@172.16.4.159) State INIT going to sleep

2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:
(sofia/external/14040000001@172.16.4.159) Running State Change
2 Tot 4)

2017-04-10 12:10:31.910808 [DEBUG] sofia.c:7048 Channel

584
CS _ROUTING (Cur

sofia/external/14040000001@172.16.4.159 entering state [calling] [0]

2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:
(sofia/external/14040000001@172.16.4.159) State ROUTING
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2017-04-10 12:10:31.910808 [DEBUG] mod sofia.c:143
sofia/external/14040000001@172.16.4.159 SOFIA ROUTING
2017-04-10 12:10:31.910808 [DEBUG] switch ivr originate.c:67
(sofia/external/14040000001@172.16.4.159) State Change CS ROUTING ->
CS CONSUME MEDIA
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:643
(sofia/external/14040000001@172.16.4.159) State ROUTING going to sleep
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.159) Running State Change CS_CONSUME MEDIA
(Cur 2 Tot 4)
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:662
(sofia/external/14040000001@172.16.4.159) State CONSUME MEDIA
2017-04-10 12:10:31.910808 [DEBUG] switch core state machine.c:662
(sofia/external/14040000001@172.16.4.159) State CONSUME MEDIA going to sleep
recv 286 bytes from udp/[172.16.4.159]:5060 at 12:10:31.921640:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=z9nG4bKt05471BeH24HK; rport=5080

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>

Call-ID: 1024c2c7-98ab-1235-5¢c8£-000c29b£f0560

CSeqg: 105584251 INVITE

2017-04-10 12:10:31.910808 [DEBUG] switch ivr async.c:1500 No silence detection
configured; assuming start of speech
recv 385 bytes from udp/[172.16.4.159]:5060 at 12:10:31.926021:
SIP/2.0 180 Ringing
Via: SIP/2.0/UDP
172.16.4.113:5080; received=172.16.4.113;branch=2z9nG4bKt05471BeH24HK; rport=5080
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc
To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124
Call-ID: 1024c2c7-98ab-1235-5c8£f-000c29bf0560
CSeqg: 105584251 INVITE
Contact: <sip:172.16.4.159:5060; transport=udp>
Content-Length: 0

2017-04-10 12:10:31.910808 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001@172.16.4.159 entering state [proceeding] [180]
2017-04-10 12:10:31.910808 [NOTICE] sofia.c:7156 Ring-Ready
sofia/external/14040000001@172.16.4.159!
2017-04-10 12:10:31.910808 [DEBUG] switch channel.c:3345
(sofia/external/14040000001@172.16.4.159) Callstate Change DOWN -> RINGING
recv 546 bytes from udp/[172.16.4.159]1:5060 at 12:10:31.927043:

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=29nG4bKt05471BeH24HK; rport=5080

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1lv9299-16941SIPpTag0l124

Call-ID: 1024c2c7-98ab-1235-5¢c8£-000c29b£f0560

CSeqg: 105584251 INVITE
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Contact: <sip:172.16.4.159:5060; transport=udp>
Content-Type: application/sdp
Content-Length: 133

v=0
o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=-
c=IN IP4 172.16.4.19
t=0 0
m=audio 6000 RTP/AVP 8
a=rtpmap:8 PCMA/8000
2017-04-10 12:10:31.910808 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001@172.16.4.159 entering state [completing] [200]
2017-04-10 12:10:31.910808 [DEBUG] sofia.c:7058 Remote SDP:
v=0
o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—
c=IN IP4 172.16.4.19
t=0 0
m=audio 6000 RTP/AVP 8
a=rtpmap:8 PCMA/8000

send 397 bytes to udp/[172.16.4.159]:5060 at 12:10:31.927711:
ACK sip:172.16.4.159:5060; transport=udp SIP/2.0
Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branch=z9hG4bKU9%yX9vvHeBU4de
Max-Forwards: 70
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc
To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124
Call-ID: 1024c2c7-98ab-1235-5c8£f-000c29b£f0560
CSeqg: 105584251 ACK
Contact: <sip:mod sofia@172.16.4.113:5080>
Content-Length: 0

2017-04-10 12:10:31.910808 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001Q@172.16.4.159 entering state [ready] [200]

2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMA:8:8000:20:64000:1] ++++ is saved as a match

2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]1/[G722:9:8000:20:64000:1]

2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMU:0:8000:20:64000:1]

2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/14040000001@172.16.4.159 PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-10 12:10:31.910808 [DEBUG] switch core codec.c:111
sofia/external/14040000001@172.16.4.159 Original read codec set to PCMA:8
2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4718 No 2833 in SDP.
Liberal DTMF mode adding 101 as telephone-event.
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2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:4747
sofia/external/14040000001@172.16.4.159 Set 2833 dtmf send payload to 101 recv
payload to 101
2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/14040000001@172.16.4.159] 172.16.4.113 port 30668 ->
172.16.4.19 port 6000 codec: 8 ms: 20
2017-04-10 12:10:31.910808 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms
2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:7109
sofia/external/14040000001@172.16.4.159 Set 2833 dtmf send payload to 101
2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:7116
sofia/external/14040000001Q@172.16.4.159 Set 2833 dtmf receive payload to 101
2017-04-10 12:10:31.910808 [DEBUG] switch core media.c:7139
sofia/external/14040000001@172.16.4.159 Set rtp dtmf delay to 40
2017-04-10 12:10:31.910808 [NOTICE] sofia.c:8167 Channel
[sofia/external/14040000001@172.16.4.159] has been answered
2017-04-10 12:10:31.910808 [DEBUG] switch channel.c:3772
(sofia/external/14040000001Q@172.16.4.159) Callstate Change RINGING -> ACTIVE
2017-04-10 12:10:31.930686 [DEBUG] switch ivr originate.c:3690 Originate
Resulted in Success: [sofia/external/14040000001@172.16.4.159]
2017-04-10 12:10:31.930686 [DEBUG] switch channel.c:2047 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RING WAIT -> ACTIVE
2017-04-10 12:10:31.930686 [DEBUG] switch ivr bridge.c:1574
(sofia/external/14040000001@172.16.4.159) State Change CS CONSUME MEDIA ->
CS EXCHANGE MEDIA
2017-04-10 12:10:31.930686 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.159) Running State Change
CS_EXCHANGE MEDIA (Cur 2 Tot 4)
2017-04-10 12:10:31.930686 [DEBUG] switch core state machine.c:653
(sofia/external/14040000001@172.16.4.159) State EXCHANGE MEDIA
2017-04-10 12:10:31.930686 [DEBUG] mod sofia.c:631 SOFIA EXCHANGE MEDIA
recv 470 bytes from udp/[172.16.4.159]:5060 at 12:10:32.272037:

ACK sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=2z9hG4bK51mkjal09gr01109s7ml.1

Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH

From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

Call-ID: SD6dnu201-60b10df037ed9506b473949£712£f03d7-c548ge?2

CSeqg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

2017-04-10 12:10:32.271002 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [ready] [200]
2017-04-10 12:10:32.290773 [DEBUG] switch rtp.c:7228 Correct audio ip/port
confirmed.
2017-04-10 12:10:32.290773 [DEBUG] switch core io.c:448 Setting BUG Codec
PCMA: 8
recv 470 bytes from udp/[172.16.4.159]:5060 at 12:10:41.662934:

BYE sip:14040000001@172.16.4.113:5080;transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK5hsnl1o10009011sg07tl.1
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Max-Forwards: 69

Contact: <sip:di-shi@172.16.4.159:5060; transport=udp>

To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH
From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337
Call-ID: SD6dnu201-60b10df037ed9506b473949£712£03d7-c548ge2
CSeqg: 2 BYE

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

2017-04-10 12:10:41.650677 [NOTICE] sofia.c:1012 Hangup sofia/external/di-
shi@sip.transnexus.com [CS EXECUTE] [NORMAL CLEARING]
send 509 bytes to udp/[172.16.4.159]:5060 at 12:10:41.663868:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.159:5060;branch=z9hG4bK5hsnl1010009011sg07t1.1

From: <sip:di-shi@sip.transnexus.com>;tag=SD6dnu201-d4d31337

To: <sip:14040000001@sip.transnexus.com>;tag=S3X2mrv5v40aH

Call-ID: SD6dnu201-60b10df037ed9506b473949£712£03d7-c548ge2

CSeq: 2 BYE

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

2017-04-10 12:10:41.650677 [DEBUG] switch ivr bridge.c:760 BRIDGE THREAD DONE
[sofia/external/di-shi@sip.transnexus.com]
2017-04-10 12:10:41.650677 [DEBUG] switch ivr bridge.c:760 BRIDGE THREAD DONE
[sofia/external/14040000001@172.16.4.159]
2017-04-10 12:10:41.650677 [NOTICE] switch ivr bridge.c:864 Hangup
sofia/external/14040000001@172.16.4.159 [CS_EXCHANGE MEDIA] [NORMAL CLEARING]
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:653
(sofia/external/14040000001@172.16.4.159) State EXCHANGE MEDIA going to sleep
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.159) Running State Change CS_HANGUP (Cur
Tot 4)
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:850
(sofia/external/14040000001@172.16.4.159) Callstate Change ACTIVE -> HANGUP
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:852
(sofia/external/14040000001@172.16.4.159) State HANGUP
2017-04-10 12:10:41.650677 [DEBUG] mod sofia.c:432
sofia/external/14040000001@172.16.4.159 Overriding SIP cause 480 with 200 from
the other leg
2017-04-10 12:10:41.650677 [DEBUG] mod sofia.c:438 Channel
sofia/external/14040000001@172.16.4.159 hanging up, cause: NORMAL CLEARING
2017-04-10 12:10:41.650677 [DEBUG] mod sofia.c:491 Sending BYE to
sofia/external/14040000001@172.16.4.159
send 603 bytes to udp/[172.16.4.159]:5060 at 12:10:41.669902:

BYE sip:172.16.4.159:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bKvjrpBrDNBmHQa

Max-Forwards: 70
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From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124

Call-ID: 1024c2c7-98ab-1235-5c8£-000c29p£f0560

CSeqg: 105584252 BYE

User-Agent: FreeSWITCH-
mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Reason: Q.850;cause=16;text="NORMAL CLEARING"

Content-Length: 0

2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:60
sofia/external/14040000001@172.16.4.159 Standard HANGUP, cause: NORMAL CLEARING
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:852
(sofia/external/14040000001@172.16.4.159) State HANGUP going to sleep
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:619
(sofia/external/14040000001@172.16.4.159) State Change CS HANGUP ->
CS_REPORTING

2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.159) Running State Change CS_REPORTING
(Cur 2 Tot 4)

2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:938
(sofia/external/14040000001@172.16.4.159) State REPORTING

2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:174
sofia/external/14040000001@172.16.4.159 Standard REPORTING, cause:

NORMAL CLEARING

2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:938
(sofia/external/14040000001Q@172.16.4.159) State REPORTING going to sleep
2017-04-10 12:10:41.650677 [DEBUG] switch core state machine.c:610
(sofia/external/14040000001@172.16.4.159) State Change CS REPORTING ->
CS_DESTROY

2017-04-10 12:10:41.650677 [DEBUG] switch core session.c:1664 Session 4
(sofia/external/14040000001@172.16.4.159) Locked, Waiting on external entities
2017-04-10 12:10:41.650677 [DEBUG] switch ivr bridge.c:1675 sofia/external/di-
shi@sip.transnexus.com skip receive message [UNBRIDGE] (channel is hungup
already)

2017-04-10 12:10:41.670681 [DEBUG] switch core session.c:2814
sofia/external/di-shi@sip.transnexus.com skip receive message
[APPLICATION EXEC COMPLETE] (channel is hungup already)

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_HANGUP (Cur
2 Tot 4)

2017-04-10 12:10:41.670681 [DEBUG] switch ivr async.c:1316 Stop recording file
/usr/local/freeswitch/recordings/2017-04-10-12-10-31 14040000001 di-shi.wav
2017-04-10 12:10:41.670681 [NOTICE] switch core session.c:1682 Session 4
(sofia/external/14040000001@172.16.4.159) Ended

2017-04-10 12:10:41.670681 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/14040000001€@172.16.4.159 [CS_DESTROY]

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:741
(sofia/external/14040000001@172.16.4.159) Running State Change CS_DESTROY (Cur
1 Tot 4)
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2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:751
(sofia/external/14040000001Q@172.16.4.159) State DESTROY

2017-04-10 12:10:41.670681 [DEBUG] mod sofia.c:343
sofia/external/14040000001@172.16.4.159 SOFIA DESTROY

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:181
sofia/external/14040000001@172.16.4.159 Standard DESTROY

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:751
(sofia/external/14040000001@172.16.4.159) State DESTROY going to sleep
2017-04-10 12:10:41.670681 [DEBUG] switch ivr async.c:1380 Channel is hung up
2017-04-10 12:10:41.670681 [DEBUG] switch core media bug.c:1124 Removing BUG
from sofia/external/di-shi@sip.transnexus.com

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:850
(sofia/external/di-shi@sip.transnexus.com) Callstate Change ACTIVE -> HANGUP
2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP

2017-04-10 12:10:41.670681 [DEBUG] mod sofia.c:438 Channel sofia/external/di-
shi@sip.transnexus.com hanging up, cause: NORMAL CLEARING

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:60
sofia/external/di-shi@sip.transnexus.com Standard HANGUP, cause:

NORMAL CLEARING

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP going to sleep
2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:619
(sofia/external/di-shi@sip.transnexus.com) State Change CS HANGUP ->

CS REPORTING

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_REPORTING
(Cur 1 Tot 4)

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:174
sofia/external/di-shi@sip.transnexus.com Standard REPORTING, cause:

NORMAL CLEARING

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING going to sleep
2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:610
(sofia/external/di-shi@sip.transnexus.com) State Change CS REPORTING ->
CS_DESTROY

2017-04-10 12:10:41.670681 [DEBUG] switch core session.c:1664 Session 3
(sofia/external/di-shi@sip.transnexus.com) Locked, Waiting on external entities
2017-04-10 12:10:41.670681 [NOTICE] switch core session.c:1682 Session 3
(sofia/external/di-shi@sip.transnexus.com) Ended

2017-04-10 12:10:41.670681 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/di-shi@sip.transnexus.com [CS DESTROY]

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:741
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS DESTROY (Cur
0 Tot 4)

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY

2017-04-10 12:10:41.670681 [DEBUG] mod sofia.c:343 sofia/external/di-
shi@sip.transnexus.com SOFIA DESTROY

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:181
sofia/external/di-shi@sip.transnexus.com Standard DESTROY

2017-04-10 12:10:41.670681 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY going to sleep
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recv 377 bytes from udp/[172.16.4.159]:5060 at 12:10:41.676594:

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;branch=2z9nG4bKvjrpBrDNBmHQa; rport=5080

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=tcQUpKDI9SDQXc

To: <sip:14040000001@172.16.4.159>;tag=SDj1v9299-16941SIPpTag0124

Call-ID: 1024c2c7-98ab-1235-5c8£-000c29b£f0560

CSeqg: 105584252 BYE

Contact: <sip:172.16.4.159:5060; transport=udp>

Content-Length: 0

5.2 Perimeta
5.2.1 Transfer

5.2.1.1 Perimeta Logs
________________ |______________________________________________________________

[172.16.5.15:51964 172.16.4.233:5060
________________ |______________________________________________________________
14:34:39.504995 |-—————————-mmmm >

|INVITE sip:14040000002@sip.transnexus.com SIP/

[2.0

|[Via: SIP/2.0/UDP 172.16.5.15:51964;branch=z9hG
| 4bK-524287-1---8c0f1237ealbfa7a; rport
|Max-Forwards: 70

|Contact: <sip:di-shi@172.16.5.15:51964>

|To: <sip:14040000002@sip.transnexus.com>
|From: <sip:di-shi@sip.transnexus.com>;tag=a620

[ 0537
|Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4
| ZTUxY2Q10GI

|CSeqg: 1 INVITE

|Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL,
| BYE, REFER, INFO, OPTIONS

|Content-Type: application/sdp

| Supported: replaces

|User-Agent: X-Lite release 4.9.8 stamp 84253
|Content-Length: 209

|

| v=0

|o=- 13136394877777347 1 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253

|c=IN IP4 172.16.5.15

[t=0 0

|m=audio 65462 RTP/AVP 8 0 101

|a=rtpmap:101 telephone-event/8000
|la=fmtp:101 0-15

|a=sendrecv

|

|
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14:34:39.510369

14:34:39.515781

SIP/2.0 100 Trying

ZTUxY2Q10GI
CSeqg: 1 INVITE

0537

ip+6+41dd0003+7294e327

--8c0fl237ealbfa7a
Server: SIP/2.0
Content-Length: 0

|INVITE sip:14040000002@sip.transnexus.com SIP/
[2.0

|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+179867e2cd18091ed8bdce8df197¢c8921+sip+l+ab
| 4ded75

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7¢c127b78

|To: <sip:14040000002@sip.transnexus.com>
|CSeqg: 1 INVITE

|[Expires: 180

|Content-Length: 209

| Supported: replaces

|Contact: <sip:4daded4d000528913£f717e833482£70c0
[@172.16.4.233>

|Content-Type: application/sdp

|Max-Forwards: 69

|Call-ID: OgQAACS8WAAACBAAALxXYAAN2T72VHgygaFvwgd3
|WeczZhLdmYsalL9c6CJylUfW1X0K8QJ4fstcyOmhV/aC+DzcK
|OgA--@172.16.4.233

|Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL,
| BYE, REFER, INFO, OPTIONS

|User-Agent: X-Lite release 4.9.8 stamp 84253

|

| v=0

|o=- 13136394877777347 1 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253

|c=IN IP4 172.16.5.15

[t=0 0

|m=audio 65462 RTP/AVP 8 0 101

|a=rtpmap:101 telephone-event/8000

|la=fmtp:101 0-15

|a=sendrecv

|

|
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Call-ID: 84253M2Q0xZTk5MzQO0ZDYS5ZTIyNTJ]ZTd1NmM4

From: <sip:di-shi@sip.transnexus.com>;tag=a620

To: <sip:14040000002@sip.transnexus.com>;tag=s

Via: SIP/2.0/UDP 172.16.5.15:51964;received=17
2.16.5.15;rport=51964;branch=z9hG4bK-524287-1-



14:34:39.516583

14:34:39.522233

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4pK+179867e2cd18091ed8bdce8df197¢c8921+sip+l+ab
4ded75

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+1+e1de2970+7¢c127b78

To: <sip:14040000002@sip.transnexus.com>
Call-ID: 0gQAACS8WAAACBAAALxXYAAN272VHgygaFvwgd3
WcZhLdmYsaL9c6CJIJylUfW1X0K8QJ4fstcyOmhV/aC+DzcK
OgA--0@172.16.4.233

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-mod sofia/l.6.16+git~20
170403T142423Z2~e6d643b29c~64bit
Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+179867e€2cd18091ed8bdce8df197c8921+sip+1l+ab
4ded75

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+1+e1de2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>; tag=S
agQUXm0OaK7eH

Call-ID: 0gQAACS8WAAACBAAALxXYAAN272VHgygaFvwgd3
WcZhLdmYsaL9c6CJIJylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
OgA--@172.16.4.233

CSeqg: 1 INVITE

Contact: <sip:14040000002@172.16.4.113:5080;¢tr
ansport=udp>

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
170403T1424237Z~e6d643b29c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer
Content-Type: application/sdp
Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000002" <sip:1404000000
2@sip.transnexus.com>;party=calling;privacy=of
f;screen=no

v=0

o=FreeSWITCH 1491891145 1491891146 IN IP4 172.
16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30134 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000
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a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16
a=ptime:20

14:34:39.523797 |=——=———————mmmm e >
|SIP/2.0 200 OK
|Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4
| ZTUxY2Q10GI
|CSeqg: 1 INVITE
|From: <sip:di-shi@sip.transnexus.com>;tag=a620
[0537
|To: <sip:14040000002@sip.transnexus.com>;tag=s
[ip+6+41dd0003+7294e327
|Via: SIP/2.0/UDP 172.16.5.15:51964;received=17
|2.16.5.15; rport=51964;branch=z9hG4bK-524287-1-
| --8c0fl237ecalbfava
| Server: SIP/2.0
|Content-Length: 220
| Supported: timer, path, replaces
|Contact: <sip:2297b1718de0b3ddd8b7a3cc07¢c50970
|@172.16.4.233>
|Content-Type: application/sdp
|User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20
[170403T142423Z2~e6d643b29c~64bit
|Accept: application/sdp
|Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
|AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
|Allow-Events: talk, hold, conference, refer
|Remote-Party-ID: "14040000002" <sip:1404000000
|2@sip.transnexus.com>; party=calling;privacy=of
| £; screen=no
|
| v=0
|o=FreeSWITCH 1491891145 1491891146 IN IP4 172.
[16.4.113
| s=FreeSWITCH
|[c=IN IP4 172.16.4.113
[t=0 0
|m=audio 30134 RTP/AVP 8 101
|a=rtpmap:8 PCMA/8000
|a=rtpmap:101 telephone-event/8000
|la=fmtp:101 0-16
|a=ptime:20

________________ | )
[172.16.4.233:5060 172.16.4.113:5080

14:34:39.788004 |————mmmmm oo >

|ACK sip:14040000002@172.16.4.113:5080; transpor
|[t=udp SIP/2.0
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14:34:47.462715

14:34:47.466430

|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+61ccdl2bb7438e808539cab2616da8741+sip+l+ab
| 4ded76

|Call-ID: OgQAACS8WAAACBAAALxXYAAN272VHgygaFvwgd3
|WczZhLdmYsalL9c6CJIJylUfW1X0K8QJ4fstcyOmhV/aC+DzZcK
|OgA--@172.16.4.233

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7c127b78

|[To: <sip:14040000002@sip.transnexus.com>;tag=Ss
|agQUXm0OaK7eH

|CSeqg: 1 ACK

|Contact: <sip:4daded4d000528913f717e833482f70c0
[@172.16.4.233>

|Content-Length: 0

|Max-Forwards: 69

|User-Agent: X-Lite release 4.9.8 stamp 84253

REFER sip:4dade4d000528913£f717e833482£70c0@172

.16.4.233 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branc

h=z9hG4bKNmQSHcB9vpac]
Max-Forwards: 70

From: <sip:14040000002@sip.transnexus.com>;tag

=SagQUXm0OaK7eH

To: <sip:di-shi@sip.transnexus.com>;tag=172.16

.4.233+1+e1de2970+7c127b78

Call-ID: OgQAACS8WAAACBAAALXYAAN272VHgygaFvwgd3
WcZhLdmYsalL9c6CJIJylUfW1X0K8QJ4fstcyOmhV/aC+DzcK

CSeqg: 105624579 REFER

Contact: <sip:14040000002@172.16.4.113:5080;tr

ansport=udp>

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20

170403T142423%~e6d643b29c~64bit
Allow: INVITE, ACK, BYE, CANCEL,

AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY

Supported: timer, path, replaces

Refer-To: <sip:14040000002@172.16.4.233>
Referred-By: <sip:172.16.4.113:5080>

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| OgA--Q@172.16.4.233
|

|

|

|

|

|

|

|

|

|

| Content-Length: 0
|
|
|

|SIP/2.0 202 Accepted

|Call-ID: OgQAACSWAAACBAAALXYAAN272VHgygaFvwgd3
[WeZhLdmYsaL9cb6CIylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
|OgA--@172.16.4.233

|[CSeq: 105624579 REFER

|From: <sip:14040000002@sip.transnexus.com>;tag
|=SagQUXmOaK7eH

|To: <sip:di-shi@sip.transnexus.com>;tag=172.16
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14:34:47.466437

14:34:47.467062

| .4.233+1+e1de2970+7c127b78

|Via: SIP/2.0/UDP 172.16.4.113:5080; received=17
[2.16.4.113; rport=5080;branch=z9hG4bKNmQSHcB9vp
lacj

| Server: SIP/2.0

|Content-Length: 0

|Contact: <sip:4daded4d000528913£f717e833482£70c0
|@172.16.4.233>

[NOTIFY sip:14040000002@172.16.4.113:5080;trans
|port=udp SIP/2.0

|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+6226£d5269ee499%edbcedc60dc58d46al+sip+l+ab
| 4ded77

|Event: refer;id=105624579

|Call-ID: OgQAACS8WAAACBAAALxXYAAN2T72VHgygaFvwgd3
[WcZhLdmYsaL9c6CJIylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
|OgA--@172.16.4.233

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7¢c127b78

|To: <sip:14040000002@sip.transnexus.com>;tag=S
|agQUXm0OaK7eH

|CSeqg: 2 NOTIFY

|Contact: <sip:4daded4d000528913£717e833482£70c0
|@172.16.4.233>

|Content-Length: 18

|Content-Type: message/sipfrag;version=2.0
|Max-Forwards: 70

| Subscription-State: active;expires=180

|

|[SIP/2.0 100 Tryin[|sip]

SIP/2.0 200 OK

4ded77
16.4.233+1+elde2970+7¢c127b78
agQUXm0OaK7eH
OgA--@172.16.4.233

CSeq: 2 NOTIFY

ansport=udp>

170403T14242372~e6d643b29%c~64bit
Allow: INVITE, ACK, BYE, CANCEL,

Supported: timer, path, replaces
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Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+6226fd5269%9ee499%edbcedc60dc58d46al+sip+l+as

From: <sip:di-shi@sip.transnexus.com>;tag=172.
To: <sip:14040000002@sip.transnexus.com>; tag=S3
Call-ID: OgQAAC8BWAAACBAAALXYAANZ272VHgygaFvwgd3
WcZhLdmYsaL9c6CJIylUfW1X0K8QJ4 fstcyOmhV/aC+DZcK
Contact: <sip:14040000002@172.16.4.113:5080;¢tr

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20

AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY



14:34:47.471880

14:34:47.472583

14:34:47.472633

Content-Length: 0

|INVITE sip:14040000002@172.16.4.233 SIP/2.0
|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+cel9ef3b0eb796de0c924b92£826fd441+sip+4+ab

| 4ded81

|Max-Forwards:

[Call-ID: 43516311-4@172.16.4.233:5060

|From: <sip:di-shi@sip.transnexus.com:5060>;tag
|=sip+4+411d0004+2eb435de

[To: <sip:14040000002@172.16.4.233>

|CSeq: 385417571 INVITE

|[Expires: 180
100rel

| Supported:

|Content-Length:
|Referred-By:

209

<sip:172.16.4.113:5080>

|Contact: <sip:172.16.4.233>

|Content-Type:

| v=0

application/sdp

|o=- 13136394877777347 1 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253
|c=IN IP4 172.16.5.15

[t=0 0

|m=audio 65462 RTP/AVP 8 0 101
|la=rtpmap:101 telephone-event/8000

|a=fmtp:101 0-15

| a=sendrecv

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+cel9ef3b0eb796de0c924b92£f826fd441+sip+4+ab
4ded81l

From: <sip:di-shi@sip.transnexus.com:5060>;tag
=sip+4+411d0004+2eb435de

To: <sip:14040000002@172.16.4.233>;tag=16941ST
PpTag0130

Call-ID: 43516311-4Q@172.16.4.233:5060

CSeq: 385417571 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

SIP/2.0 200 OK
Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
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14:34:47.473837

14:34:47.475090

| 4bK+cel9%ef3b0eb796de0c924b92£826£fd441+sip+4+ab
| 4ded81

| From: <sip:di-shi@sip.transnexus.com:5060>;tag
| =sip+4+411d0004+2eb435de
| To: <sip:14040000002Q@172.16.4.233>;tag=16941ST
| PpTag0130

| Call-ID: 43516311-4@172.16.4.233:5060
| CSeq: 385417571 INVITE
| Contact: <sip:172.16.4.19:5060; transport=UDP>
| Content-Type: application/sdp

| Content-Length: 133

|

| v=0

| o=userl 53655765 2353687637 IN IP4 172.16.4.19
| s==

| c=IN IP4 172.16.4.19

| t=0 0

| m=audio 6000 RTP/AVP 8

| a=rtpmap:8 PCMA/8000

|

|

|ACK sip:172.16.4.19:5060; transport=UDP SIP/2.0
|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+496£46549e20318693d7155674964bd91+sip+4+ab
| 4ded82

|Max-Forwards: 70

|Call-ID: 43516311-4Q@172.16.4.233:5060

|From: <sip:di-shi@sip.transnexus.com:5060>;tag
|=sip+4+411d0004+2eb435de

|To: <sip:14040000002@172.16.4.233>;tag=16941ST
| PpTag0130

|CSeq: 385417571 ACK

|Contact: <sip:172.16.4.233>

|Content-Length: 0

|

| ______________________________________________________________
[172.16.4.233:5060 172.16.5.15:51964

|INVITE sip:di-shi@172.16.5.15:51964 SIP/2.0
|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+165472aa44d08c3da77fde08d7d39df851+sip+6+ab
| 4ded5c

|[Max-Forwards: 70

|Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4
| ZTUxY2Q10GI

|From: <sip:14040000002@sip.transnexus.com>;tag
|=sip+6+41dd0003+7294e327

|To: <sip:di-shi@sip.transnexus.com>;tag=a62005
|37

|CSeq: 993282045 INVITE

|[Expires: 180
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| Supported: 100rel

|Content-Length: 133

|Contact: <sip:2297b1718de0b3ddd8b7a3cc07¢c5b970
[@172.16.4.233>

|Content-Type: application/sdp

|

| v=0

|o=userl 53655765 2353687637 IN IP4 172.16.4.19
[s=-

|[c=IN IP4 172.16.4.19

[t=0 0

|[m=audio 6000 RTP/AVP 8

|a=rtpmap:8 PCMA/8000

|

________________ | e
[172.16.4.233:5060 172.16.4.113:5080

14:34:47.475116 |———————————mm e >
|[NOTIFY sip:14040000002@172.16.4.113:5080;trans
|port=udp SIP/2.0
|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+09e56b38e98cd64d768b95efae33d1811+sip+l+ab
| 4ded78
|Event: refer;id=105624579
|Call-ID: OgQAACS8WAAACBAAALxXYAAN2T72VHgygaFvwgd3
|[WcZhLdmYsaL9c6CIylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
|OgA--@172.16.4.233
|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7c127b78
|To: <sip:14040000002@sip.transnexus.com>;tag=S
|agQUXm0OaK7eH
|CSeqg: 3 NOTIFY
|Contact: <sip:4daded4d000528913£f717e833482£70c0
|@172.16.4.233>
|Content-Length: 14
|Content-Type: message/sipfrag;version=2.0
|Max-Forwards: 70
| Subscription-State: terminated;reason=noresour
| ce
|
|SIP/2.0 200 O[lsip]

14:34:47.475119 |——————————mm e >
|BYE sip:14040000002@172.16.4.113:5080; transpor
|[t=udp SIP/2.0
|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+£548adec6b9702d54£9£8382123afe621l+siptl+ab
| 4ded79
|[Max-Forwards: 70
|Call-ID: O0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3
|[WcZhLdmYsaL9c6CIylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
|OgA--@172.16.4.233
|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7c127b78
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14:34:47.475813

14:34:47.750751

|To: <sip:14040000002@sip.transnexus.com>;tag=S

|agQUXmO0aK7eH
|CSeq: 4 BYE
|Content-Length:

|SIP/2.0 200 OK

0

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+09e56b38e98cd64d768b95efae33dl81ll+sip+l+ab
4ded78

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+1+e1de2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>;tag=3
agQUXm0OaK7eH

Call-ID: O0gQAACS8WAAACBAAALxXYAAN272VHgygaFvwgd3
WcZhLdmYsaL9c6CJylUfW1X0K8QJ4 fstcyOmhV/aC+DzcK
OgA--@172.16.4.233

CSeqg: 3 NOTIFY

Contact: <sip:14040000002@172.16.4.113:5080;tr
ansport=udp>

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
170403T14242372~e6d643b29c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
Supported: timer, path, replaces
Content-Length: 0

|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+165472a44d08c3da77fde08d7d39df851+sip+6+ab6

| 4ded5c

|Contact: <sip:di-shi@172.16.5.15:51964>
|To: <sip:di-shi@sip.transnexus.com>;tag=a62005

|37

|From: <sip:14040000002@sip.transnexus.com>;tag
|=sip+6+41dd0003+7294e327
|Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4

| ZTUxY2Q10GI

[CSeqg: 993282045 INVITE

|Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL,
| BYE, REFER, INFO, OPTIONS

|Content-Type: application/sdp

| Supported: replaces

|User-Agent: X-Lite release 4.9.8 stamp 84253

|Content-Length:

|
| v=0

151
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14:34:47.753732

14:34:47.764153

|o=- 13136394877777347 2 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253
|c=IN IP4 172.16.5.15

[t=0 0

|m=audio 65462 RTP/AVP 8

|a=sendrecv

ACK sip:di-shi@172.16.5.15:51964 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+1662d8fcdeacfd2edfl3e2a9f732f8bb21+sip+6+as
4ded5d

Max-Forwards: 70

Call-ID: 84253M2QxZTk5MzQ0ZDYS5ZTIyNTJ]jZTd1NmM4
ZTUxY2Q10GI

From: <sip:14040000002@sip.transnexus.com>;tag
=sip+6+41dd0003+7294e327

To: <sip:di-shi@sip.transnexus.com>;tag=a62005
37

CSeq: 993282045 ACK

Contact: <sip:2297b1718de0b3ddd8b7a3cc07c5b970
@172.16.4.233>

Content-Length: 0

|SIP/2.0 480 Temporarily Unavailable

|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+£548adec6b9702d54£9£8382123afeb21l+sip+l+ab
| 4ded79

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[16.4.233+1+e1de2970+7c127b78

|To: <sip:14040000002@sip.transnexus.com>;tag=S
|agQUXm0OaK7eH

|Call-ID: 0gQAACSWAAACBAAALXYAAN272VHgygaFvwgd3
|[WcZhLdmYsaL9c6CIylUfW1X0K8QJ4fstcyOmhV/aC+DZcK
|OgA--@172.16.4.233

|CSeq: 4 BYE

|User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20
|170403T1424237Z~e6d643b29%c~64bit

|Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
|AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY

| Supported: timer, path, replaces
|Content-Length: 0

|

[172.16.5.15:51964 172.16.4.233:5060
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14:34:52.502797 |——==———————m e >
|BYE sip:2297b1718de0b3ddd8b7a3cc07c5b970@172.1
|6.4.233 SIP/2.0
|[Via: SIP/2.0/UDP 172.16.5.15:51964;branch=z9hG
| 4bK-524287-1---31900853calbb410; rport
|Max-Forwards: 70
|Contact: <sip:di-shi@172.16.5.15:51964>
|To: <sip:14040000002@sip.transnexus.com>;tag=s
|ip+6+41dd0003+7294e327
|From: <sip:di-shi@sip.transnexus.com>;tag=a620

[0537
|[Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4
| ZTUxY2Q10GI

|CSeq: 2 BYE

|User-Agent: X-Lite release 4.9.8 stamp 84253
|Content-Length: 0

|

________________ | —
[172.16.4.233:5060 172.16.4.19:5060

14:34:52.503984 |-———————————m—mm >
|IBYE sip:172.16.4.19:5060; transport=UDP SIP/2.0
|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+1c43b90016£3a455202d47da0e6951401+sip+4+ab
| 4ded83
[Call-ID: 43516311-4@172.16.4.233:5060
|From: <sip:di-shi@sip.transnexus.com:5060>;tag
|=sip+4+411d0004+2eb435de
|To: <sip:14040000002@172.16.4.233>;tag=16941ST
| PpTag0130
|CSeq: 385417572 BYE
|Content-Length: 0
|Max-Forwards: 69
|User-Agent: X-Lite release 4.9.8 stamp 84253

14:34:52.504202
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+1c43b90016£3a455202d47da0e6951401+sip+4+ab
4ded83

From: <sip:di-shi@sip.transnexus.com:5060>;tag
=sip+4+411d0004+2eb435de

To: <sip:140400000020@172.16.4.233>;tag=16941SI
PpTag0130

Call-ID: 43516311-4@172.16.4.233:5060

CSeqg: 385417572 BYE

Contact: <sip:172.16.4.19:5060; transport=UDP>
Content-Length: 0
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________________ | ——
[172.16.4.233:5060 172.16.5.15:51964

14:34:52.505608 |——==——==————————————— - >
|SIP/2.0 200 OK
|Call-ID: 84253M2QxZTk5MzQ0ZDY5ZTIyNTJjZTd1NmM4
| ZTUxY2Q10GI
|CSeq: 2 BYE
|From: <sip:di-shi@sip.transnexus.com>;tag=a620
[ 0537
|To: <sip:14040000002@sip.transnexus.com>;tag=s
|ip+6+41dd0003+7294e327
|Via: SIP/2.0/UDP 172.16.5.15:51964; received=17
[2.16.5.15; rport=51964;branch=z9hG4bK-524287-1-
|--31900853cal5b410
| Server: SIP/2.0
|Content-Length: 0
|Contact: <sip:3£609b0d70abf2d1d8c£f32d8339351£3
|@172.16.4.233>
|
|
|

5.2.1.2 FreeSWITCH Logs
recv 895 bytes from udp/[172.16.4.233]1:5060 at 10:34:39.515683:

INVITE sip:14040000002@sip.transnexus.com SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+179867e2cd18091ed8bdce8df197c8921+sip+l+abdded
75

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>

CSeqg: 1 INVITE

Expires: 180

Content-Length: 209

Supported: replaces

Contact: <sip:4dade4d000528913£717e833482£70c00@172.16.4.233>

Content-Type: application/sdp

Max-Forwards: 69

Call-ID:
0gQAACSWAAACBAAALXYAAN2 72VHgygaFvwgd3WezZhLdmYsal.9c6CIylUfW1X0K8QJI4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS

User-Agent: X-Lite release 4.9.8 stamp 84253

v=0

o=- 13136394877777347 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 65462 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv
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send 466 bytes to udp/[172.16.4.233]:5060 at 10:34:39.515885:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+179867e2cd18091ed8bdce8df197c8921+sip+l+abdded
75

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WcZhLdmYsalL9c6CJylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Content-Length: 0

2017-04-11 10:34:39.497830 [NOTICE] switch channel.c:1104 New Channel
sofia/external/di-shi@sip.transnexus.com [fe7d2bl0-lec3-11e7-a698-d107492c02ce]
2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS NEW (Cur 1
Tot 13)

2017-04-11 10:34:39.497830 [DEBUG] sofia.c:9825 sofia/external/di-
shi@sip.transnexus.com receiving invite from 172.16.4.233:5060 version: 1.6.16
git e6d643b 2017-04-03 14:24:237Z 64bit

2017-04-11 10:34:39.497830 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [received] [100]

2017-04-11 10:34:39.497830 [DEBUG] sofia.c:7058 Remote SDP:

v=0

o=- 13136394877777347 1 IN IP4 172.16.5.15

s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 65462 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

2017-04-11 10:34:39.497830 [DEBUG] sofia.c:7450 (sofia/external/di-
shi@sip.transnexus.com) State Change CS NEW -> CS INIT

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:603
(sofia/external/di-shi@sip.transnexus.com) State NEW

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_INIT (Cur 1
Tot 13)

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT

2017-04-11 10:34:39.497830 [DEBUG] mod sofia.c:90 sofia/external/di-
shi@sip.transnexus.com SOFIA INIT

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:40
sofia/external/di-shi@sip.transnexus.com Standard INIT

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:48
(sofia/external/di-shi@sip.transnexus.com) State Change CS_INIT -> CS_ROUTING
2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT going to sleep
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2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_ROUTING (Cur
1 Tot 13)

2017-04-11 10:34:39.497830 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change DOWN -> RINGING

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-11 10:34:39.497830 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-11 10:34:39.497830 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-11 10:34:39.497830 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000002 in context txnx

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->unloop]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (PASS) [unloop]
${unroll loops} (true) =~ /“true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [unloop]

${sip looped call} () =~ /“true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->outside call]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition

[outside call]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (outside call=true)
Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->call debug]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [call debug]
${call debug} (false) =~ /"“true$/ break=never

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->detector]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition [detector]
Dialplan: sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML captcha)

2017-04-11 10:34:39.517710 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-11 10:34:39.517710 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-11 10:34:39.517710 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE (Cur
1 Tot 13)

2017-04-11 10:34:39.517710 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-11 10:34:39.517710 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-11 10:34:39.517710 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com set (outside call=true)
2017-04-11 10:34:39.517710 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [outside call]=[true]

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000002 XML
captcha)

2017-04-11 10:34:39.517710 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING
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2017-04-11 10:34:39.517710 [NOTICE]

switch ivr.c:2172 Transfer

sofia/external/di-shi@sip.transnexus.com to XML[14040000002Q@captcha]

2017-04-11 10:34:39.517710 [DEBUG]
(sofia/external/di-shi@sip.transnexus.com)
2017-04-11 10:34:39.517710 [DEBUG]
(sofia/external/di-shi@sip.transnexus.com)
1 Tot 13)

2017-04-11 10:34:39.517710 [DEBUG]
(sofia/external/di-shi@sip.transnexus.com)
2017-04-11 10:34:39.517710
shi@sip.transnexus.com SOFIA ROUTING
2017-04-11 10:34:39.517710 [DEBUG]

switch core state machine.c:650

State EXECUTE going to sleep

switch core state machine.c:584
Running State Change CS ROUTING

switch core state machine.c:643

State ROUTING

[DEBUG] mod sofia.c:143 sofia/external/di-

switch core state machine.c:236

sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-11 10:34:39.517710
shi>->14040000002 in context captcha
Dialplan:
continue=false

(Cur

[INFO] mod dialplan xml.c:637 Processing di-shi <di-

sofia/external/di-shi@sip.transnexus.com parsing [captcha->captchal

[captchal

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition
Dialplan: sofia/external/di-shi@sip.transnexus.com Action answer ()

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (pin_number=${expr (randomize (&seed) ;ceil (random (0, 9999, &seed))) })
Dialplan: sofia/external/di-shi@sip.transnexus.com Action say(en number
iterated ${pin_number})

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (prompt=ivr/ivr-

please enter pin followed by pound.wav)
Dialplan:

sofia/external/di-shi@sip.transnexus.com Action

set (invalid prompt=ivr/ivr-pin or extension is-invalid.wav)
Dialplan: sofia/external/di-shi@sip.transnexus.com Action play and get digits(1l
4 1 4000 # S{prompt} ${invalid prompt} res "~S${pin number}$ 4000

${destination number} XML captcha fraud)
Dialplan:

sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML captcha no_ fraud)

2017-04-11 10:34:39.517710 [DEBUG]
(sofia/external/di-shi@sip.transnexus.com)
CS_EXECUTE

2017-04-11 10:34:39.517710 [DEBUG]
(sofia/external/di-shi@sip.transnexus.com)
2017-04-11 10:34:39.517710

1 Tot 13)

2017-04-11 10:34:39.517710
(sofia/external/di-shi@sip.transnexus.com)
2017-04-11 10:34:39.517710
shi@sip.transnexus.com SOFIA EXECUTE
2017-04-11 10:34:39.517710

switch core state machine.c:286

State Change CS ROUTING ->

switch core state machine.c:643

State ROUTING going to sleep

sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com answer ()

2017-04-11 10:34:39.517710

[PCMA:8:8000:20:64000:1]1/[G722:9:8000:20:64000:1]

2017-04-11 10:34:39.517710

[PCMA:8:8000:20:64000:1]1/[PCMU:0:8000:20:64000:1]

2017-04-11 10:34:39.517710

[PCMA:8:8000:20:64000:1]1/[PCMA:8:8000:20:64000:1]

2017-04-11 10:34:39.517710

[DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS EXECUTE (Cur

[DEBUG] switch core state machine.c:650

State EXECUTE

[DEBUG] mod_sofia.c:198 sofia/external/di-

[DEBUG] switch core state machine.c:328

[DEBUG] switch core media.c:4429 Audio Codec Compare

[DEBUG] switch core media.c:4429 Audio Codec Compare

[DEBUG] switch core media.c:4429 Audio Codec Compare

[DEBUG] switch core media.c:4484 Audio Codec Compare

[PCMA:8:8000:20:64000:1] ++++ is saved as a match
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2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[G722:9:8000:20:64000:1]

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]1/[PCMU:0:8000:20:64000:1]

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMU:0:8000:20:64000:1] ++++ is saved as a match

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4345 Set telephone-event
payload to 101@8000

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/di-shi@sip.transnexus.com PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-11 10:34:39.517710 [DEBUG] switch core codec.c:111 sofia/external/di-
shi@sip.transnexus.com Original read codec set to PCMA:8

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4688 Set telephone-event
payload to 101@8000

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:4747 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101 recv payload to 101
2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/di-shi@sip.transnexus.com] 172.16.4.113 port 30134 ->
172.16.5.15 port 65462 codec: 8 ms: 20

2017-04-11 10:34:39.517710 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:7109 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:7116 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf receive payload to 101

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:7139 sofia/external/di-
shi@sip.transnexus.com Set rtp dtmf delay to 40

2017-04-11 10:34:39.517710 [NOTICE] sofia media.c:92 Pre-Answer
sofia/external/di-shi@sip.transnexus.com!

2017-04-11 10:34:39.517710 [DEBUG] switch channel.c:3473 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> EARLY

2017-04-11 10:34:39.517710 [DEBUG] switch core media.c:6786 Audio params are
unchanged for sofia/external/di-shi@sip.transnexus.com.

2017-04-11 10:34:39.517710 [DEBUG] mod sofia.c:850 Local SDP sofia/external/di-
shi@sip.transnexus.com:

v=0

o=FreeSWITCH 1491891145 1491891146 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30134 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

send 1122 bytes to udp/[172.16.4.233]1:5060 at 10:34:39.521504:

SIP/2.0 200 OK
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Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+179867e2cd18091ed8bdce8df197c8921+sip+l+abdded
75

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WcZhLdmYsalL9c6CJIJylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

CSeq: 1 INVITE

Contact: <sip:14040000002@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod sofia/l1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000002"
<sip:14040000002@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491891145 1491891146 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 30134 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20
2017-04-11 10:34:39.517710 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [completed] [200]
2017-04-11 10:34:39.517710 [NOTICE] mod dptools.c:1312 Channel
[sofia/external/di-shi@sip.transnexus.com] has been answered
2017-04-11 10:34:39.517710 [DEBUG] switch channel.c:3772 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change EARLY -> ACTIVE
EXECUTE sofia/external/di-shi@sip.transnexus.com set (pin number=1751)
2017-04-11 10:34:39.517710 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [pin number]=[1751]
EXECUTE sofia/external/di-shi@sip.transnexus.com say(en number iterated 1751)
2017-04-11 10:34:39.517710 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms
recv 569 bytes from udp/[172.16.4.233]1:5060 at 10:34:39.787748:

ACK sip:14040000002@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+61ccdl12bb7438e808539cab2616da8741+sip+l+abdded
76

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WcZhLdmYsalL9c6CIylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233
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From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78
To: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

CSeqg: 1 ACK

Contact: <sip:4daded4d000528913£717e833482£f70c0@172.16.4.233>
Content-Length: 0

Max-Forwards: 69

User-Agent: X-Lite release 4.9.8 stamp 84253

2017-04-11 10:34:39.797777 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [ready] [200]

2017-04-11 10:34:39.837802 [DEBUG] switch rtp.c:7228 Correct audio ip/port
confirmed.

2017-04-11 10:34:41.717745 [DEBUG] switch ivr play say.c:1942 done playing file
file string://digits/l.wav!digits/7.wav!digits/5.wav!digits/1l.wav

EXECUTE sofia/external/di-shi@sip.transnexus.com set (prompt=ivr/ivr-

please enter pin followed by pound.wav)

2017-04-11 10:34:41.717745 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [prompt]=[ivr/ivr-please enter pin followed by pound.wav]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (invalid prompt=ivr/ivr-
pin _or extension is-invalid.wav)

2017-04-11 10:34:41.717745 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [invalid prompt]=[ivr/ivr-pin or extension is-
invalid.wav]

EXECUTE sofia/external/di-shi@sip.transnexus.com play and get digits(l 4 1 4000
# ivr/ivr-please enter pin followed by pound.wav ivr/ivr-pin or extension is-
invalid.wav res 7~1751$ 4000 14040000002 XML captcha fraud)

2017-04-11 10:34:41.717745 [DEBUG] mod dptools.c:2718 Transfer on failure =
(14040000002 XML captcha fraud].

2017-04-11 10:34:41.717745 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms

2017-04-11 10:34:44.497745 [DEBUG] switch ivr play say.c:1942 done playing file
/usr/local/freeswitch/sounds/en/us/callie/ivr/ivr-

please _enter pin followed by pound.wav

2017-04-11 10:34:44.917827 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 1:1280
2017-04-11 10:34:44.917827 [INFO] switch channel.c:515 RECV DTMF 1:1280
2017-04-11 10:34:45.657807 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 7:1280
2017-04-11 10:34:45.657807 [INFO] switch channel.c:515 RECV DTMF 7:1280
2017-04-11 10:34:46.657913 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 5:1280
2017-04-11 10:34:46.657913 [INFO] switch channel.c:515 RECV DTMF 5:1280
2017-04-11 10:34:47.457816 [DEBUG] switch rtp.c:7454 RTP RECV DTMF 1:1280
2017-04-11 10:34:47.457816 [INFO] switch channel.c:515 RECV DTMF 1:1280

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000002 XML
captcha no fraud)

2017-04-11 10:34:47.457816 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING

2017-04-11 10:34:47.457816 [NOTICE] switch ivr.c:2172 Transfer
sofia/external/di-shi@sip.transnexus.com to XML[14040000002@captcha no fraud]
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS ROUTING (Cur
1 Tot 13)

2017-04-11 10:34:47.457816 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change ACTIVE -> RINGING

[
[
[
[
[
[
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2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING
2017-04-11 10:34:47.457816 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING
2017-04-11 10:34:47.457816 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000002 in context captcha no fraud
Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [captcha no fraud-
>fraud detected] continue=false
Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition
[fraud detected]
Dialplan: sofia/external/di-shi@sip.transnexus.com Action
deflect (sip:${destination number}@${network addr})
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS_ROUTING ->
CS_EXECUTE
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE (Cur
1 Tot 13)
2017-04-11 10:34:47.457816 [DEBUG] switch channel.c:2251 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> ACTIVE
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE
2017-04-11 10:34:47.457816 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE
2017-04-11 10:34:47.457816 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE
EXECUTE sofia/external/di-shi@sip.transnexus.com
deflect (sip:14040000002@172.16.4.233)
send 788 bytes to udp/[172.16.4.233]:5060 at 10:34:47.461785:

REFER sip:4dade4d000528913f717e833482f70c0@172.16.4.233 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9nhG4bKNmQSHcB9vpac]

Max-Forwards: 70

From: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

To: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7cl27b78

Call-ID:
0gQAACSWAAACBAAALXYAAN2 72VHgygaFvwgd3WezhLdmYsal9c6CIylUfW1X0K8QJI4 fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

CSeqg: 105624579 REFER

Contact: <sip:140400000020@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Refer-To: <sip:140400000020@172.16.4.233>

Referred-By: <sip:172.16.4.113:5080>

Content-Length: 0

recv 490 bytes from udp/[172.16.4.233]1:5060 at 10:34:47.466189:
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SIP/2.0 202 Accepted

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WczZhLdmYsal9c6CIylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

CSeqg: 105624579 REFER

From: <sip:14040000002@sip.transnexus.com>;tag=SagQUXm0aK7eH

To: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+e1de2970+7cl27b78

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113; rport=5080;branch=z9hG4bKNmQSHcB9vpacj

Server: SIP/2.0

Content-Length: 0

Contact: <sip:4dade4d000528913f717e833482£70c0@172.16.4.233>

NOTIFY sip:14040000002Q@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+6226£d5269%ee499edbcedc60dc58d46al+sip+l+abdded
77

Event: refer;id=105624579

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WczZhLdmYsal9c6CJIylUfW1X0K8QJ4fstcyOmhv/aC+
DZcKOgA--@172.16.4.233

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

CSeqg: 2 NOTIFY

Contact: <sip:4daded4d000528913£717e833482£70c0@172.16.4.233>

Content-Length: 18

Content-Type: message/sipfrag;version=2.0

Max-Forwards: 70

Subscription-State: active;expires=180

SIP/2.0 100 Trying

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+6226£d5269%ee499edbcedc60dc58d4b6al+sip+l+abdded
77

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WczhLdmYsaL9c6CIJylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

CSeq: 2 NOTIFY

Contact: <sip:14040000002@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0
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NOTIFY sip:14040000002@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+09e56b38e98cd64d768b95efae33d181ll+sip+l+abdded
78

Event: refer;id=105624579

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WczZhLdmYsal9c6CJIylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>;tag=SagQUXmOaK7eH

CSeqg: 3 NOTIFY

Contact: <sip:4daded4d000528913£717e833482£70c0@172.16.4.233>

Content-Length: 14

Content-Type: message/sipfrag;version=2.0

Max-Forwards: 70

Subscription-State: terminated;reason=noresource

SIP/2.0 200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+09e56b38e98cd64d768b95efae33d181ll+sip+l+abdded
78

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>;tag=SagQUXmOaK7eH

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WcZhLdmYsal9c6CIylUfW1X0K8QJ4fstcyOmhv/aC+
DZcKOgA--@172.16.4.233

CSeqg: 3 NOTIFY

Contact: <sip:140400000020@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

BYE sip:14040000002@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+£548adec6b9702d54£9£8382123afe621l+sipt+tl+abdded
79

Max-Forwards: 70

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WczhLdmYsaL9c6CIJylUfW1X0K8QJ4fstcyOmhV/aC+
DZcKOgA--@172.16.4.233

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78
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To: <sip:14040000002@sip.transnexus.com>;tag=SagQUXmOaK7eH
CSeq: 4 BYE
Content-Length: 0

2017-04-11 10:34:47.757810 [NOTICE] sofia.c:670 Hangup sofia/external/di-
shi@sip.transnexus.com [CS EXECUTE] [BLIND TRANSFER]
send 622 bytes to udp/[172.16.4.233]:5060 at 10:34:47.763413:

SIP/2.0 480 Temporarily Unavailable

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+£548adec6b9702d54£9£8382123afeb621l+sipt+l+abdded
79

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+1+elde2970+7c127b78

To: <sip:14040000002@sip.transnexus.com>; tag=SagQUXmOaK7eH

Call-ID:
0gQAAC8WAAACBAAALXYAAN272VHgygaFvwgd3WcZhLdmYsal9c6CJIylUfW1X0K8QJ4fstcyOmhv/aC+
DZcKOgA--@172.16.4.233

CSeqg: 4 BYE

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T142423%~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0

2017-04-11 10:34:47.757810 [DEBUG] switch core session.c:2814
sofia/external/di-shi@sip.transnexus.com skip receive message
[APPLICATION EXEC COMPLETE] (channel is hungup already)

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_HANGUP (Cur
1 Tot 13)

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:850
(sofia/external/di-shi@sip.transnexus.com) Callstate Change ACTIVE -> HANGUP
2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP

2017-04-11 10:34:47.757810 [DEBUG] mod sofia.c:438 Channel sofia/external/di-
shi@sip.transnexus.com hanging up, cause: BLIND TRANSFER

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:60
sofia/external/di-shi@sip.transnexus.com Standard HANGUP, cause: BLIND TRANSFER
2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP going to sleep
2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:619
(sofia/external/di-shi@sip.transnexus.com) State Change CS HANGUP ->
CS_REPORTING

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_REPORTING
(Cur 1 Tot 13)

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING
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2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:174
sofia/external/di-shi@sip.transnexus.com Standard REPORTING, cause:

BLIND TRANSFER

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING going to sleep
2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:610
(sofia/external/di-shi@sip.transnexus.com) State Change CS_REPORTING ->
CS_DESTROY

2017-04-11 10:34:47.757810 [DEBUG] switch core session.c:1664 Session 13
(sofia/external/di-shi@sip.transnexus.com) Locked, Waiting on external entities
2017-04-11 10:34:47.757810 [NOTICE] switch core session.c:1682 Session 13
(sofia/external/di-shi@sip.transnexus.com) Ended

2017-04-11 10:34:47.757810 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/di-shi@sip.transnexus.com [CS DESTROY]

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:741
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_DESTROY (Cur
0 Tot 13)

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY

2017-04-11 10:34:47.757810 [DEBUG] mod sofia.c:343 sofia/external/di-
shi@sip.transnexus.com SOFIA DESTROY

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:181
sofia/external/di-shi@sip.transnexus.com Standard DESTROY

2017-04-11 10:34:47.757810 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY going to sleep

5.2.2 Forward

5.2.2.1 Perimeta Logs
________________ | e

|172.16.5.15:51964 172.16.4.233:5060
________________ | e e e e o o o o o e e e e o o e e e
15:51:29.396551 |===—mm—mm—mmmm e >

|INVITE sip:14040000001Q@sip.transnexus.com SIP/

[2.0

|[Via: SIP/2.0/UDP 172.16.5.15:51964;branch=z9hG
| 4bK-524287-1---65028b1eb0417£3f; rport
|Max-Forwards: 70

|Contact: <sip:di-shi@172.16.5.15:51964>

|To: <sip:14040000001@sip.transnexus.com>
|From: <sip:di-shi@sip.transnexus.com>;tag=812e

| 7e0a
|Call-ID: 84253NGZmMJjYS5NDUOZJYS5YTAXYTIOZY3MmQ2
|NzMzODI4YzQ

|CSeq: 1 INVITE

|Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL,
| BYE, REFER, INFO, OPTIONS

|Content-Type: application/sdp

| Supported: replaces

|User-Agent: X-Lite release 4.9.8 stamp 84253
|Content-Length: 209

|

| v=0

|[o=- 13136399487744671 1 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253
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|c=IN IP4 172.16.5.15

[t=0 0

|m=audio 51408 RTP/AVP 8 0 101
|la=rtpmap:101 telephone-event/8000
|a=fmtp:101 0-15

|a=sendrecv

|
15:51:29.398112 |
| SIP/2.0 100 Trying
| Call-ID: 84253NGZmMjY5NDUQOZJYSYTAXYTIOZ]Y3MmQ2
| NzMzODI4YzQ
| CSeq: 1 INVITE
| From: <sip:di-shi@sip.transnexus.com>;tag=81l2e
| 7ela
| To: <sip:14040000001@sip.transnexus.com>;tag=s
| ip+3+41080004+1facc625
| Via: SIP/2.0/UDP 172.16.5.15:51964;received=17
| 2.16.5.15; rport=51964;branch=2z9nG4bK-524287-1-
| --65028b1leb0417£3f
| Server: SIP/2.0
| Content-Length: 0
|
|
|
|
|
|

172.16.4.233:5060 172.16.4.113:5080

15:51:29.400108 |====—=—————=—————— >
|INVITE sip:14040000001Q@sip.transnexus.com SIP/
[2.0

|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+19¢c7b0aa0c251d39c0783877¢c7d2d2101+sip+4+ab
| 4ded87

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
|16.4.233+4+d23fade7+81cde324

|To: <sip:14040000001@sip.transnexus.com>
|CSeqg: 1 INVITE

|[Expires: 180

|Content-Length: 209

| Supported: replaces

|Contact: <sip:4daded4d000528913f717e833482£f70c0
|@172.16.4.233>

|Content-Type: application/sdp

|Max-Forwards: 69

|Call-ID: 0gQAAC8WAAACBAAALxYAAAG6VHqdBa/Y4UGNZz
| xBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAM8MmMO5
|n90--@172.16.4.233

|Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL,
| BYE, REFER, INFO, OPTIONS

|User-Agent: X-Lite release 4.9.8 stamp 84253

|

| v=0

Jo=- 13136399487744671 1 IN IP4 172.16.5.15
|s=X-Lite release 4.9.8 stamp 84253
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15:51:29.400877

15:51:29.406250

|c=IN IP4 172.16.

[t=0 0

5.15

|m=audio 51408 RTP/AVP 8 0 101
|la=rtpmap:101 telephone-event/8000

|a=fmtp:101 0-15
|a=sendrecv

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+19¢c7b0aa0c251d39c0783877¢c7d2d2101+sip+4+ab
4ded87

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>
Call-ID: OgQAACBWAAACBAAALxXYAAAG6VHqdBa/Y4U6NZz
xBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAM8MmMO5
n9Q--0@172.16.4.233

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
170403T142423Z2~e6d643b29c~64bit
Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4pbK+19c7b0aa0c251d39¢c0783877¢c7d2d2101+sip+4+ab
4ded87

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>;tag="7
8HjmrOH2FZmK

Call-ID: O0gQAAC8S8WAAACBAAALXYAAAG6VHqdBa/Y4U6NZz
xBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAM8MmMO5
n9Q--0@172.16.4.233

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080;tr
ansport=udp>

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
170403T142423Z~e6d643b29c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer
Content-Type: application/sdp
Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001" <sip:1404000000
l@sip.transnexus.com>;party=calling;privacy=of
f;screen=no
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| v=0

| 0=FreeSWITCH 1491895943 1491895944 IN IP4 172.
| 16.4.113

| s=FreeSWITCH

| c=IN IP4 172.16.4.113

| t=0 0

| m=audio 29946 RTP/AVP 8 101

| a=rtpmap:8 PCMA/8000

| a=rtpmap:101 telephone-event/8000
| a=fmtp:101 0-16

| a=ptime:20

|

|

|

|

|

15:51:29.408277 |=—==——==————— - >
|SIP/2.0 200 OK
|Call-ID: 84253NGZmMjY5NDUOZIYS5YTAXYTIOZJY3MmQ2
|NzMzODI4YzQ
|CSeqg: 1 INVITE
|From: <sip:di-shi@sip.transnexus.com>;tag=8l2e
| 7e0a
|To: <sip:14040000001@sip.transnexus.com>;tag=s
|ip+3+41080004+1facc625
|Via: SIP/2.0/UDP 172.16.5.15:51964;received=17
[2.16.5.15;rport=51964;branch=z9hG4bK-524287-1~-
| --65028b1eb0417£3f
|Server: SIP/2.0
|Content-Length: 220
| Supported: timer, path, replaces
|Contact: <sip:e270415a892d7b58856fb9707c701d53
|@172.16.4.233>
|Content-Type: application/sdp
|User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20
|170403T1424237Z~e6d643b29%c~64bit
|Accept: application/sdp
|Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
|AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
|Allow-Events: talk, hold, conference, refer
|Remote-Party-ID: "14040000001" <sip:1404000000
|1@sip.transnexus.com>;party=calling;privacy=of
| £; screen=no
|
| v=0
|o=FreeSWITCH 1491895943 1491895944 IN IP4 172.
[16.4.113
| s=FreeSWITCH
|[c=IN IP4 172.16.4.113
[t=0 0
|m=audio 29946 RTP/AVP 8 101
|a=rtpmap:8 PCMA/8000
|a=rtpmap:101 telephone-event/8000
|a=fmtp:101 0-16
|a=ptime:20
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15:51:29.531694

15:51:29.532760

15:51:40.727288

ACK sip:e270415a892d7b58856£fb9707¢701d53@172.1
6.4.233 SIP/2.0

Via: SIP/2.0/UDP 172.16.5.15:51964;branch=z9hG
4pK-524287-1---ac34593110£3b662; rport

Max-Forwards: 70

Contact: <sip:di-shi@172.16.5.15:51964>
To: <sip:14040000001@sip.transnexus.com>;tag=s

|

|

|

|

|

|

|

|

|

|

| ip+3+41080004+1facc625
| From: <sip:di-shi@sip.transnexus.com>;tag=812e
| 7ela
|

|

|

|

|

|

|

|

|

|

|

Call-ID: 84253NGZmMjYS5NDUOZJYSYTAXYTIOZ]Y3MmQ2

NzMzODI4YzQ
CSeqg: 1 ACK

User-Agent: X-Lite release 4.9.8 stamp 84253

Content-Length: 0

|ACK sip:14040000001Q@172.16.4.113:5080; transpor
|t=udp SIP/2.0

|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+86ec6£15e73bb97£d0f404ceebda2cfcl+sip+d+as
| 4ded88

|Call-ID: 0gQAAC8WAAACBAAALXYAAAGVHgdBa/Y4U6NZz
| xBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAM8MmO5
|n90--@172.16.4.233

|From: <sip:di-shi@sip.transnexus.com>;tag=172.
|16.4.233+4+d23fade7+81cde324

|To: <sip:14040000001@sip.transnexus.com>;tag=7
| 8HjmrOH2FZmK

|CSeqg: 1 ACK

|Contact: <sip:4daded4d000528913f717e833482f70c0
[@172.16.4.233>

|Content-Length: 0

|[Max-Forwards: 69

|User-Agent: X-Lite release 4.9.8 stamp 84253

INVITE sip:14040000001@172.16.4.233 SIP/2.0
Via: SIP/2.0/UDP 172.16.4.113:5080;rport;branc
h=z9hG4bK54B6DXrle5eQB

Max-Forwards: 65

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8
HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>

Call-ID: 98503449-9971-1235-£4be-000c29b£0560
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15:51:40.730519

CSeqg: 105626886 INVITE

Contact: <sip:mod_sofia@172.16.4.113:5080>
User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
170403T142423Z~e6d643b29c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer
Content-Type: application/sdp
Content-Disposition: session

Content-Length: 422

X-FS-Support: update display,send info
Remote-Party-ID: "di-shi" <sip:di-shi@172.16.4
.113>;party=calling;screen=yes;privacy=off

v=0

0o=FreeSWITCH 1491903428 1491903429 IN IP4 172.
16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 22472 RTP/AVP 8 9 0 101
a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=ptime:20

m=video 26180 RTP/AVP 102
b=AS:1024

a=rtpmap:102 VP8/90000
a=rtcp-fb:102 ccm fir
a=rtcp-fb:102 ccm tmmbr
a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

|SIP/2.0 100 Trying

|Call-ID: 98503449-9971-1235-f4be-000c29bf0560
|[CSeqg: 105626886 INVITE

|From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8

| HBBpKHNZrN7e

|To: <sip:14040000001@172.16.4.233>;tag=sip+t5+4

[12d0004+cf1c5d49

|Via: SIP/2.0/UDP 172.16.4.113:5080;received=17
[2.16.4.113; rport=5080;branch=z9hG4bK54B6DXrle5
|eQOB

|Server: SIP/2.0

|Content-Length: 0

|

[172.16.4.233:5060 172.16.4.19:5060
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________________ |______________________________________________________________
15:51:42.734590 |-——===——————-—m—mm e >
|INVITE sip:14040000001@172.16.4.19:5060 SIP/2.
|0
|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+12£fc5e7d524600063465ebfb945eb4fcl+tsiptd+ab
| 4ded8b
|From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
|72.16.4.233+4+c£90c535+6e047£2b
|[To: <sip:14040000001@172.16.4.233>
|CSeqg: 105626886 INVITE
|[Expires: 180
|Content-Length: 422
| Supported: timer, path, replaces
|Contact: <sip:a8def7£d30864414226c49474c79a0cb
[@172.16.4.233>
|Content-Type: application/sdp
|Max-Forwards: 64
|Call-ID: OgQAAC8WAAACBAAALXYAAFfbLICR+hbmb6r9Qqw
|0330b3HM/306uFinMEQr 7 IFsuMw6Q+uGP1KCGgxrwOr+G
|law--@172.16.4.233
|User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
[|170403T142423Z2~e6d643b29c~64bit
|Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
|AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY
|Allow-Events: talk, hold, conference, refer
| X-FS-Support: update display,send info
|Remote-Party-ID: "di-shi" <sip:di-shi@172.16.4
| .113>;party=calling;screen=yes;privacy=off
|
| v=0
|o=FreeSWITCH 1491903428 1491903429 IN IP4 172.
[16.4.113
| s=FreeSWITCH
|[c=IN IP4 172.16.4.113
[t=0 0
|m=audio 22472 RTP/AVP 8 9 0 101
|a=rtpmap:8 PCMA/8000
|la=rtpmap:9 G722/8000
|a=rtpmap:0 PCMU/8000
|la=rtpmap:101 telephone-event/8000
|la=fmtp:101 0-16
|a=ptime:20
|Im=video 26180 RTP/AVP 102
|b=AS:1024
|a=rtpmap:102 VP8/90000
|la=rtcp-£fb:102 ccm fir
|la=rtcp-£fb:102 ccm tmmbr
|la=rtcp-£fb:102 nack
la=rtcp-fb:102 nack pli

15:51:42.735069
SIP/2.0 180 Ringing
Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
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15:51:42.735233

15:51:42.737159

4bK+12fc5e7d524600063465ebfb945ebdfcl+sip+4+ab
4ded8b

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
72.16.4.233+4+c£90c535+6e047£2b

To: <sip:14040000001@172.16.4.233>;tag=16941ST
PpTag0134

Call-ID: OgQAACS8WAAACBAAALXYAAFfbI9CR+hbm6roQgqw
0330b3HM/306uFjnMEQr7IFsuMw6Q+uGP1KCGgxrwOr+G
law--@172.16.4.233

CSeq: 105626886 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+12£c5e7d524600063465ebfb945ebdfcl+sipti4+ab
4ded8b

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
72.16.4.233+4+cf£90c535+6e047£2b

To: <sip:14040000001@172.16.4.233>;tag=16941ST
PpTag0134

Call-ID: O0gQAAC8WAAACBAAALXYAAFfbI9CR+hbm6r9Qqw
Q330b3HM/306uFjnMEQr7IFsuMw6Q+uGP1KCGgxrwOr+Gj
law--@172.16.4.233

CSeqg: 105626886 INVITE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Type: application/sdp

Content-Length: 133

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000

|SIP/2.0 180 Ringing

|[Call-ID: 98503449-9971-1235-f4be-000c29b£f0560
|CSeq: 105626886 INVITE

|[From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8
| HBBpKHNZrN7e

|To: <sip:14040000001@172.16.4.233>;tag=sip+t5+4
|12d0004+cf1c5d49

|Via: SIP/2.0/UDP 172.16.4.113:5080;received=17
[2.16.4.113; rport=5080;branch=z9hG4bK54B6DXrle5
|eQB
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15:51:42.737633

15:51:42.741720

15:51:42.742754

|Server: SIP/2.0

|Content-Length: 0

|Contact: <sip:3£609b0d70abf2d1d8cf32d8339351£3
[@172.16.4.233>

|SIP/2.0 200 OK

|[Call-ID: 98503449-9971-1235-f4be-000c29b£f0560
|CSeqg: 105626886 INVITE

|[From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8
| HBBpKHNZrN7e

|To: <sip:14040000001@172.16.4.233>;tag=sip+5+4
|12d0004+cflc5d49

|Via: SIP/2.0/UDP 172.16.4.113:5080; received=17
|2.16.4.113; rport=5080;branch=z9hG4bK54B6DXrleb
| eQB

|Server: SIP/2.0

|Content-Length: 133

|Contact: <sip:3£609b0d70abf2d1d8cf32d8339351£3
|@172.16.4.233>

|Content-Type: application/sdp

|

| v=0

|o=userl 53655765 2353687637 IN IP4 172.16.4.19
| s=-

|c=IN IP4 172.16.4.19

[t=0 0

|[m=audio 6000 RTP/AVP 8

|a=rtpmap:8 PCMA/8000

ACK sip:3£f609b0d70abf2d1d8cf32d8339351£3@172.1

6.4.233 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branc

h=z9hG4bK6D5yFr94Be59p
Max-Forwards: 70

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8

HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>;tag=sip+5+4

Call-ID: 98503449-9971-1235-£f4be-000c29b£0560

CSeqg: 105626886 ACK

Contact: <sip:mod sofia@172.16.4.113:5080>

Content-Length: 0

|
|
|
|
|
|
|
|
|
|
| 1240004+cf1c5d49
|
|
|
|
|
|
|
|
|
|

|ACK sip:172.16.4.19:5060; transport=UDP SIP/2.0
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|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+76a56525e892fcb63ebfl04ea8bfcfccbl+sip+4+ab
| 4ded8c

|Call-ID: O0gQAACBWAAACBAAALXYAAFfbI9CR+hbm6r9Qgw
| Q330b3HM/306UuFjnMEQr7IFsuMw6Q+uGP1KCGgxrwOr+Gj
|law--@172.16.4.233

|From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
|72.16.4.233+4+c£90c535+6e047£2b

|To: <sip:14040000001@172.16.4.233>;tag=16941ST
| PpTag0134

|CSeqg: 105626886 ACK

|Contact: <sip:a8def7f£d30864414226c49474c79a0cb
|@172.16.4.233>

|Content-Length: 0

|Max-Forwards: 69

________________ | o
[172.16.4.233:5060 172.16.4.113:5080

15:51:47.314438 |——==——————mmmm >
|BYE sip:14040000001@172.16.4.113:5080; transpor
|[t=udp SIP/2.0
|Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+56b500£65541alacc560288459f61da8l+sipt+4+ab
| 4ded8d
|Call-ID: 0gQAACS8WAAACBAAALxYAAAG6VHqdBa/Y4U6NZz
| xBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAM8BMmO5
|n90--@172.16.4.233
|From: <sip:di-shi@sip.transnexus.com>;tag=172.
[|16.4.233+4+d23fade7+81c4e324
|To: <sip:14040000001@sip.transnexus.com>;tag="7
| 8HjmrOH2FZmK
|CSeqg: 2 BYE
|Content-Length: 0
|Max-Forwards: 69
|User-Agent: X-Lite release 4.9.8 stamp 84253

15:51:47.324837
SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+560500f65541alacc560288459f61da8l+sip+4+ab
4ded8d

From: <sip:di-shi@sip.transnexus.com>;tag=172.
16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>; tag=7
8HimrOH2FZmK

Call-ID: 0gQAAC8WAAACBAAALXYAAAG6VHqdBa/Y4U6NZz
xBjwuuWfoH9z80KGUgbMYx/0rgFm/0z52ztNfSkeAM8MmO5
n9Q--0@172.16.4.233

CSeq: 2 BYE

User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20
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15:51:47.325947

15:51:47.344583

170403T142423Z2~e6d643b29c~64bit

Content-Length: 0

|SIP/2.0 200 OK

|Call-ID: 84253NGZmMjYS5NDUOZIYS5YTAXYTIOZY3MmQ2
| NzMzODI4YzQ

|CSeqg: 2 BYE

|From: <sip:di-shi@sip.transnexus.com>;tag=8l2e
| 7e0a

|To: <sip:14040000001@sip.transnexus.com>;tag=s
|ip+3+41080004+1facc625

|Via: SIP/2.0/UDP 172.16.5.15:51964; received=17
[2.16.5.15;rport=51964;branch=z9hG4bK-524287-1~-
| -—f3bb3311c672844c

|Server: SIP/2.0

|Content-Length: 0

| Supported: timer, path, replaces

|Contact: <sip:e270415a892d7b58856fb9707c701d53
|@172.16.4.233>

|User-Agent: FreeSWITCH-mod sofia/1.6.16+git~20
|170403T1424237Z~e6d643b29%c~64bit

|Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
|AGE, INFO, UPDATE, REGISTER, REFER, NOTIFY

|

[172.16.4.233:5060 172.16.4.19:5060

|BYE sip:172.16.4.19:5060; transport=UDP SIP/2.0
|[Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
| 4bK+pb3460d6873477£297908a£3c004187a31l+sipt4+ab
| 4ded8e

|Call-ID: OgQAAC8WAAACBAAALxXYAAFfbICR+hbm6r9Qqw
| 0330b3HM/306uFjnMEQr7IFsuMw6Q+uGP1KCGgxrwOr+Gj
|law--@172.16.4.233

|From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
[|72.16.4.233+4+c£90c535+6e047£2b

|To: <sip:14040000001Q@172.16.4.233>;tag=16941SI
| PpTag0134

|CSeq: 105626887 BYE

|Content-Length: 0

| Supported: timer, path, replaces
|[Max-Forwards: 69

|User-Agent: FreeSWITCH-mod sofia/l1.6.16+git~20

80
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15:51:47.344821

15:51:47.346006 |-———-———-—-

[|170403T142423Z~e6d643b29c~64bit

|Allow:
| AGE,

INVITE, ACK, BYE, CANCEL, OPTIONS, MESS
INFO, UPDATE, REGISTER, REFER, NOTIFY

|[Reason: Q.850;cause=16;text="NORMAL CLEARING"

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.16.4.233:5060;branch=z9hG
4bK+pb3460d6873477£297908a£3c004187a31l+sipt+4+ab
4ded8e

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=1
72.16.4.233+4+cf£90c535+6e047£2b

To: <sip:14040000001@172.16.4.233>;tag=16941SI
PpTag0134

Call-ID: O0gQAAC8WAAACBAAALXYAAFfbI9CR+hbm6r9Qqw
Q330b3HM/306uFjnMEQr7IFsuMw6Q+uGP1KCGgxrwOr+Gj
law--@172.16.4.233

CSeqg: 105626887 BYE

Contact: <sip:172.16.4.19:5060; transport=UDP>

Content-Length: 0

|SIP/2.0 200 OK

[Call-ID: 98503449-9971-1235-f4be-000c29b£f0560
|CSeqg: 105626887 BYE

|[From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8
| HBBpKHNZrN7e

|To: <sip:14040000001@172.16.4.233>;tag=sip+5+4
| 12d0004+cf1c5d49

|Via: SIP/2.0/UDP 172.16.4.113:5080; received=17
[2.16.4.113; rport=5080;branch=z9hG4bK7pyQHKt88p
[Uv]

|Server: SIP/2.0

|Content-Length: 0

|Contact: <sip:3£f609b0d70abf2d1d8cf32d8339351£3
|@172.16.4.233>

|

|

|

5.2.2.2 FreeSWITCH Logs
recv 895 bytes from udp/[172.16.4.233]1:5060 at 11:51:29.400349:

INVITE sip:14040000001@sip.transnexus.com SIP/2.0

Via:

SIP/2.0/UDP

172.16.4.233:5060;branch=29hG4bK+19c7b0aa0c251d39c0783877c7d2d2101+sip+4+abdded

87

From:

<sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fade7+81cde324
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To: <sip:14040000001@sip.transnexus.com>

CSeq: 1 INVITE

Expires: 180

Content-Length: 209

Supported: replaces

Contact: <sip:4daded4d000528913£717e833482£70c0@172.16.4.233>

Content-Type: application/sdp

Max-Forwards: 69

Call-ID:
0gQAAC8WAAACBAAALXYAAAG6VHqdBa/Y4U6NZzxBjwuuWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAMS8
Mm05n90--@172.16.4.233

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, OPTIONS

User-Agent: X-Lite release 4.9.8 stamp 84253

v=0

o=- 13136399487744671 1 IN IP4 172.16.5.15
s=X-Lite release 4.9.8 stamp 84253

c=IN IP4 172.16.5.15

t=0 0

m=audio 51408 RTP/AVP 8 0 101

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

SIP/2.0 100 Trying

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+19c7b0aa0c251d39c0783877¢c7d2d2101+sip+4+abdded
87

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fade7+81cde324

To: <sip:14040000001@sip.transnexus.com>

Call-ID:
0gQAACSWAAACBAAALXYAAA6VHQdBa/Y4U6NZzxBjwuulWfoH9z80KGUg5MYx/0rgFm/0z5ztNfSkeAMS
Mm05n90--0@172.16.4.233

CSeqg: 1 INVITE

User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Content-Length: 0

2017-04-11 11:51:29.397859 [NOTICE] switch channel.c:1104 New Channel
sofia/external/di-shi@sip.transnexus.com [ba31ba%92-lece-11e7-a770-d107492c02ce]
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS NEW (Cur 1
Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] sofia.c:9825 sofia/external/di-
shi@sip.transnexus.com receiving invite from 172.16.4.233:5060 version: 1.6.16
git e6d643b 2017-04-03 14:24:23Z 64bit

2017-04-11 11:51:29.397859 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [received] [100]

2017-04-11 11:51:29.397859 [DEBUG] sofia.c:7058 Remote SDP:

v=0

o=- 13136399487744671 1 IN IP4 172.16.5.15

s=X-Lite release 4.9.8 stamp 84253
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c=IN IP4 172.16.5.15

t=0 0

m=audio 51408 RTP/AVP 8 0 101
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

2017-04-11 11:51:29.397859 [DEBUG] sofia.c:7450 (sofia/external/di-
shi@sip.transnexus.com) State Change CS NEW -> CS INIT

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:603
(sofia/external/di-shi@sip.transnexus.com) State NEW

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS INIT (Cur 1
Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:90 sofia/external/di-
shi@sip.transnexus.com SOFIA INIT

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:40
sofia/external/di-shi@sip.transnexus.com Standard INIT

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:48
(sofia/external/di-shi@sip.transnexus.com) State Change CS_INIT -> CS _ROUTING
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:627
(sofia/external/di-shi@sip.transnexus.com) State INIT going to sleep
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS ROUTING (Cur
1 Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change DOWN -> RINGING

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-11 11:51:29.397859 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context txnx

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->unloop]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (PASS) [unloop]

${unroll loops} (true) =~ /"“true$/ break=on-false
Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [unloop]
${sip looped call} () =~ /"true$/ break=on-false

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->outside call]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition

[outside call]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (outside call=true)
Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->call debug]
continue=true

Dialplan: sofia/external/di-shi@sip.transnexus.com Regex (FAIL) [call debug]
${call_debug} (false) =~ /“true$/ break=never

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [txnx->detector]
continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition [detector]
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Dialplan: sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML captcha)

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE
1 Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com set (outside call=true)

(Cur

2017-04-11 11:51:29.397859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-

shi@sip.transnexus.com [outside call]=[true]

EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000001 XML
captcha)

2017-04-11 11:51:29.397859 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING

2017-04-11 11:51:29.397859 [NOTICE] switch_ivr.c:2172 Transfer
sofia/external/di-shi@sip.transnexus.com to XML[14040000001Qcaptcha]
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_ROUTING
1 Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

(Cur

2017-04-11 11:51:29.397859 [INFO] mod dialplan xml.c:637 Processing di-shi <di-

shi>->14040000001 in context captcha

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [captcha->captcha]

continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition [captcha]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action answer ()
Dialplan: sofia/external/di-shi@sip.transnexus.com Action

set (pin_number=${expr (randomize (&seed) ;ceil (random (0, 9999, &seed))) })
Dialplan: sofia/external/di-shi@sip.transnexus.com Action say(en number
iterated ${pin_number})

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (prompt=ivr/ivr-

please _enter pin followed by pound.wav)
Dialplan: sofia/external/di-shi@sip.transnexus.com Action
set (invalid prompt=ivr/ivr-pin or extension is-invalid.wav)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action play and get digits(1l

4 1 4000 # ${prompt} ${invalid prompt} res "~${pin number}$ 4000
${destination_number} XML captcha fraud)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action
transfer (${destination number} XML captcha no_ fraud)
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2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS_ROUTING ->
CS_EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE (Cur
1 Tot 27)

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-11 11:51:29.397859 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com answer ()

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:11/[G722:9:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMU:0:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMA:8:8000:20:64000:1] ++++ is saved as a match

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:11/[G722:9:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[PCMU:0:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMU:0:8000:20:64000:1] ++++ is saved as a match

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMU:0:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4345 Set telephone-event
payload to 101@8000

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/di-shi@sip.transnexus.com PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-11 11:51:29.397859 [DEBUG] switch core codec.c:111 sofia/external/di-
shi@sip.transnexus.com Original read codec set to PCMA:8

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4688 Set telephone-event
payload to 101@8000

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:4747 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101 recv payload to 101
2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/di-shi@sip.transnexus.com] 172.16.4.113 port 29946 ->
172.16.5.15 port 51408 codec: 8 ms: 20

2017-04-11 11:51:29.397859 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:7109 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf send payload to 101

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:7116 sofia/external/di-
shi@sip.transnexus.com Set 2833 dtmf receive payload to 101

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:7139 sofia/external/di-
shi@sip.transnexus.com Set rtp dtmf delay to 40

2017-04-11 11:51:29.397859 [NOTICE] sofia media.c:92 Pre-Answer
sofia/external/di-shi@sip.transnexus.com!
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2017-04-11 11:51:29.397859 [DEBUG] switch channel.c:3473 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> EARLY

2017-04-11 11:51:29.397859 [DEBUG] switch core media.c:6786 Audio params are
unchanged for sofia/external/di-shi@sip.transnexus.com.

2017-04-11 11:51:29.397859 [DEBUG] mod sofia.c:850 Local SDP sofia/external/di-
shi@sip.transnexus.com:

v=0

0=FreeSWITCH 1491895943 1491895944 IN IP4 172.16.4.113

s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 29946 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

send 1122 bytes to udp/[172.16.4.233]:5060 at 11:51:29.405905:

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+19c7b0aa0c251d39c0783877¢c7d2d2101+sip+4+abdded
87

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fad4e7+81c4e324

To: <sip:14040000001@sip.transnexus.com>;tag=78HjmrO0H2FZmK

Call-ID:
0gQAACSWAAACBAAALXYAAA6VHqQdBa/Y4U6NZzxBjwuulWfoH9z80KGUg5MYx/0rgFm/0z52tNfSkeAMS
Mm05n90--@172.16.4.233

CSeqg: 1 INVITE

Contact: <sip:14040000001@172.16.4.113:5080; transport=udp>

User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Accept: application/sdp

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Allow-Events: talk, hold, conference, refer

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 220

Remote-Party-ID: "14040000001"
<sip:14040000001@sip.transnexus.com>;party=calling;privacy=off;screen=no

v=0

o=FreeSWITCH 1491895943 1491895944 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 29946 RTP/AVP 8 101

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20
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2017-04-11 11:51:29.397859 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [completed] [200]
2017-04-11 11:51:29.397859 [NOTICE] mod dptools.c:1312 Channel
[sofia/external/di-shi@sip.transnexus.com] has been answered
2017-04-11 11:51:29.397859 [DEBUG] switch channel.c:3772 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change EARLY -> ACTIVE
EXECUTE sofia/external/di-shi@sip.transnexus.com set (pin_number=6882)
2017-04-11 11:51:29.397859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [pin number]=[6882]
EXECUTE sofia/external/di-shi@sip.transnexus.com say(en number iterated 6882)
2017-04-11 11:51:29.397859 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms
recv 569 bytes from udp/[172.16.4.233]:5060 at 11:51:29.533030:

ACK sip:14040000001@172.16.4.113:5080; transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+86ec6£15e73bb97fd0f404ceebda2cfcl+sipt+4+abdded
88

Call-ID:
0gQAACSWAAACBAAALXYAAA6VHqQdBa/Y4U6NZzxBiwuulWfoH92z80KGUg5MYx/0rgFm/0z52tNfSkeAMS
Mm05n9Q--@172.16.4.233

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>;tag=78HjmrOH2FZmK

CSeqg: 1 ACK

Contact: <sip:4daded4d000528913£f717e833482£70c0@172.16.4.233>

Content-Length: 0

Max-Forwards: 69

User-Agent: X-Lite release 4.9.8 stamp 84253

2017-04-11 11:51:29.537907 [DEBUG] sofia.c:7048 Channel sofia/external/di-
shi@sip.transnexus.com entering state [ready] [200]

2017-04-11 11:51:29.557822 [DEBUG] switch rtp.c:7228 Correct audio ip/port
confirmed.

2017-04-11 11:51:31.257874 [DEBUG] switch ivr play say.c:1942 done playing file
file string://digits/6.wav!digits/8.wav!digits/8.wav!digits/2.wav

EXECUTE sofia/external/di-shi@sip.transnexus.com set (prompt=ivr/ivr-

please enter pin followed by pound.wav)

2017-04-11 11:51:31.257874 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [prompt]=[ivr/ivr-please enter pin followed by pound.wav]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (invalid prompt=ivr/ivr-
pin_or extension is-invalid.wav)

2017-04-11 11:51:31.257874 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [invalid prompt]=[ivr/ivr-pin or extension is-
invalid.wav]

EXECUTE sofia/external/di-shi@sip.transnexus.com play and get digits(l 4 1 4000
# ivr/ivr-please enter pin followed by pound.wav ivr/ivr-pin or extension is-
invalid.wav res 76882$ 4000 14040000001 XML captcha fraud)

2017-04-11 11:51:31.257874 [DEBUG] mod dptools.c:2718 Transfer on failure =
(14040000001 XML captcha fraud].

2017-04-11 11:51:31.257874 [DEBUG] switch ivr play say.c:1498 Codec Activated
1L16@8000hz 1 channels 20ms

2017-04-11 11:51:34.037876 [DEBUG] switch ivr play say.c:1942 done playing file
/usr/local/freeswitch/sounds/en/us/callie/ivr/ivr-

please enter pin followed by pound.wav
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2017-04-11 11:51:38.057721 [DEBUG] switch ivr play say.c:1498 Codec Activated
L16@8000hz 1 channels 20ms

2017-04-11 11:51:40.697859 [DEBUG] switch ivr play say.c:1942 done playing file
/usr/local/freeswitch/sounds/en/us/callie/ivr/ivr-pin_or_ extension_is-
invalid.wav

2017-04-11 11:51:40.697859 [WARNING] switch ivr play say.c:2636 PAGD failure!
Transfer to: 14040000001 / XML / captcha fraud

2017-04-11 11:51:40.697859 [DEBUG] switch ivr.c:2165 (sofia/external/di-
shi@sip.transnexus.com) State Change CS EXECUTE -> CS ROUTING

2017-04-11 11:51:40.697859 [NOTICE] switch ivr.c:2172 Transfer
sofia/external/di-shi@sip.transnexus.com to XML[14040000001@captcha fraud]
2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_ROUTING (Cur
1 Tot 27)

2017-04-11 11:51:40.697859 [DEBUG] switch channel.c:2249 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change ACTIVE -> RINGING

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING

2017-04-11 11:51:40.697859 [DEBUG] mod sofia.c:143 sofia/external/di-
shi@sip.transnexus.com SOFIA ROUTING

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:236
sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-11 11:51:40.697859 [INFO] mod dialplan xml.c:637 Processing di-shi <di-
shi>->14040000001 in context captcha fraud

Dialplan: sofia/external/di-shi@sip.transnexus.com parsing [captcha fraud-
>fraud detected] continue=false

Dialplan: sofia/external/di-shi@sip.transnexus.com Absolute Condition

[fraud detected]

Dialplan: sofia/external/di-shi@sip.transnexus.com Action log (CRIT Captcha
fraud detected)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

transfer (${destination number} XML recording)

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:286
(sofia/external/di-shi@sip.transnexus.com) State Change CS ROUTING ->
CS_EXECUTE

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:643
(sofia/external/di-shi@sip.transnexus.com) State ROUTING going to sleep
2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_EXECUTE (Cur
1 Tot 27)

2017-04-11 11:51:40.697859 [DEBUG] switch channel.c:2251 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RINGING -> ACTIVE

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-11 11:51:40.697859 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com log(CRIT Captcha fraud
detected)

2017-04-11 11:51:40.697859 [CRIT] mod dptools.c:1724 Captcha fraud detected
EXECUTE sofia/external/di-shi@sip.transnexus.com transfer (14040000001 XML
recording)
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2017-04-11 11:51:40.697859
shi@sip.transnexus.com)
2017-04-11 11:51:40.697859

[DEBUG] switch ivr.c:2165 (sofia/external/di-

State Change CS EXECUTE -> CS ROUTING

[NOTICE] switch ivr.c:2172 Transfer

sofia/external/di-shi@sip.transnexus.com to XML[14040000001Q@recording]

2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
1 Tot 27)

2017-04-11 11:51:40.697859
shi@sip.transnexus.com)
2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
2017-04-11 11:51:40.697859

[DEBUG]
.transnexus.com)
[DEBUG]
.transnexus.com)

switch core state machine.c:650

State EXECUTE going to sleep
switch core state machine.c:584

Running State Change CS ROUTING (Cur

[DEBUG] switch channel.c:2249 (sofia/external/di-

Callstate Change ACTIVE -> RINGING

[DEBUG] switch core state machine.c:643
.transnexus.com) State ROUTING
[DEBUG] mod sofia.c:143 sofia/external/di-

shi@sip.transnexus.com SOFIA ROUTING

2017-04-11 11:51:40.697859

[DEBUG] switch core state machine.c:236

sofia/external/di-shi@sip.transnexus.com Standard ROUTING

2017-04-11 11:51:40.697859

[INFO] mod dialplan xml.c:637 Processing di-shi <di-

shi>->14040000001 in context recording

Dialplan:
>recording]
Dialplan:
[recording]

continue=false

sofia/external/di-shi@sip.transnexus.com parsing [recording-

sofia/external/di-shi@sip.transnexus.com Absolute Condition

Dialplan: sofia/external/di-shi@sip.transnexus.com Action answer ()
Dialplan: sofia/external/di-shi@sip.transnexus.com Action
set (RECORD TITLE=Recording ${destination number} ${caller id number}

S{strftime (%$Y-%m-%d %$H:%M) })

Dialplan: sofia/external/di-shi@sip.transnexus.com Action
set (RECORD COPYRIGHT=(c) 2017 TransNexus, Inc.)
Dialplan: sofia/external/di-shi@sip.transnexus.com Action

Set(RECORD_SOFTWARE=FreeSWITCH)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action
set (RECORD COMMENT=Record of fraud detected call)
Dialplan: sofia/external/di-shi@sip.
set (RECORD_DATE=S{strftime (%Y-%m-%d
Dialplan: sofia/external/di-shi@sip.
set (RECORD STEREO=false)

Dialplan:

transnexus.com Action
$H:%M) })
transnexus.com Action
sofia/external/di-shi@sip.transnexus.com Action

record session(/usr/local/freeswitch/recordings/${strftime ($Y-%m-%d-%H-%M-
%$S)} _S{destination number} ${caller id number}.wav)

Dialplan: sofia/external/di-shi@sip.transnexus.com Action set (ringback=${us-
ring})

Dialplan: sofia/external/di-shi@sip.transnexus.com Action

bridge ({media mix inbound outbound codecs=true}sofia/external/${destination num
ber}@${network addr})

2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
CS_EXECUTE

2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
2017-04-11 11:51:40.697859
(sofia/external/di-shi@sip
1 Tot 27)

2017-04-11 11:51:40.697859
shi@sip.transnexus.com)

[DEBUG]
.transnexus.com)

switch core state machine.c:286
State Change CS ROUTING ->

[DEBUG]
.transnexus.com)
[DEBUG]
.transnexus.com)

switch core state machine.c:643

State ROUTING going to sleep
switch core state machine.c:584

Running State Change CS EXECUTE (Cur

[DEBUG] switch channel.c:2251 (sofia/external/di-

Callstate Change RINGING -> ACTIVE
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2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE

2017-04-11 11:51:40.697859 [DEBUG] mod sofia.c:198 sofia/external/di-
shi@sip.transnexus.com SOFIA EXECUTE

2017-04-11 11:51:40.697859 [DEBUG] switch core state machine.c:328
sofia/external/di-shi@sip.transnexus.com Standard EXECUTE

EXECUTE sofia/external/di-shi@sip.transnexus.com answer ()

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD TITLE=Recording
14040000001 di-shi 2017-04-11 11:51)

2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD TITLE]=[Recording 14040000001 di-shi 2017-04-11
11:51]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD COPYRIGHT=(c) 2017
TransNexus, Inc.)

2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD COPYRIGHT]=[(c) 2017 TransNexus, Inc.]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD SOFTWARE=FreeSWITCH)
2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD SOFTWARE]=[FreeSWITCH]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD COMMENT=Record of
fraud detected call)

2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD COMMENT]=[Record of fraud detected call]
EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD DATE=2017-04-11
11:51)

2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD DATE]=[2017-04-11 11:51]

EXECUTE sofia/external/di-shi@sip.transnexus.com set (RECORD STEREO=false)
2017-04-11 11:51:40.697859 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [RECORD STEREO]=[false]

EXECUTE sofia/external/di-shi@sip.transnexus.com

record session(/usr/local/freeswitch/recordings/2017-04-11-11-51-

40 14040000001 _di-shi.wav)

2017-04-11 11:51:40.717816 [DEBUG] switch core media bug.c:828 Attaching BUG to
sofia/external/di-shi@sip.transnexus.com

EXECUTE sofia/external/di-shi@sip.transnexus.com

set (ringback=%(2000,4000,440,480))

2017-04-11 11:51:40.717816 [DEBUG] mod dptools.c:1530 SET sofia/external/di-
shi@sip.transnexus.com [ringback]=[%(2000,4000,440,480)]

EXECUTE sofia/external/di-shi@sip.transnexus.com

bridge ({media mix inbound outbound codecs=true}sofia/external/14040000001@172.1
6.4.233)

2017-04-11 11:51:40.717816 [DEBUG] switch channel.c:1823 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change ACTIVE -> RING WAIT

2017-04-11 11:51:40.717816 [DEBUG] switch ivr originate.c:2142 Parsing global
variables

2017-04-11 11:51:40.717816 [NOTICE] switch channel.c:1104 New Channel
sofia/external/14040000001@172.16.4.233 [c0flab62-lece-11e7-a78b-d107492c02ce]
2017-04-11 11:51:40.717816 [DEBUG] mod sofia.c:4818
(sofia/external/14040000001@172.16.4.233) State Change CS NEW -> CS INIT
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change CS_INIT (Cur 2
Tot 28)

2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:627
(sofia/external/14040000001@172.16.4.233) State INIT
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2017-04-11 11:51:40.717816 [DEBUG] mod sofia.c:90
sofia/external/14040000001@172.16.4.233 SOFIA INIT
2017-04-11 11:51:40.717816 [DEBUG] sofia glue.c:1295
sofia/external/14040000001@172.16.4.233 sending invite version:
e6d643b 2017-04-03 14:24:23Z 64bit

Local SDP:

v=0

0=FreeSWITCH 1491903428 1491903429 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0

m=audio 22472 RTP/AVP 8 9 0 101

a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

a=sendrecv

m=video 26180 RTP/AVP 102

b=AS:1024

a=rtpmap:102 VP8/90000

a=rtcp-£fb:102 ccm fir

a=rtcp-fb:102 ccm tmmbr

a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli

send 1228 bytes to udp/[172.16.4.233]1:5060 at 11:51:40.726927:

INVITE sip:14040000001@172.16.4.233 SIP/2.0

1.6.16 git

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bK54B6DXrle5e0QB

Max-Forwards: 65
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e
To: <sip:14040000001@172.16.4.233>
Call-ID: 98503449-9971-1235-f4be-000c29b£f0560
CSeqg: 105626886 INVITE
Contact: <sip:mod sofia@172.16.4.113:5080>
User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE,

REFER, NOTIFY
Supported: timer, path, replaces
Allow-Events: talk, hold, conference, refer
Content-Type: application/sdp
Content-Disposition: session
Content-Length: 422
X-FS-Support: update display,send info
Remote-Party-ID: "di-shi" <sip:di-
shi@172.16.4.113>;party=calling;screen=yes;privacy=off

v=0

o=FreeSWITCH 1491903428 1491903429 IN IP4 172.16.4.113
s=FreeSWITCH

c=IN IP4 172.16.4.113

t=0 0
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m=audio 22472 RTP/AVP 8 9 0 101

a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=ptime:20

m=video 26180 RTP/AVP 102

b=AS:1024

a=rtpmap:102 VP8/90000

a=rtcp-fb:102 ccm fir

a=rtcp-fb:102 ccm tmmbr

a=rtcp-fb:102 nack

a=rtcp-fb:102 nack pli
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:40
sofia/external/14040000001@172.16.4.233 Standard INIT
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:48
(sofia/external/14040000001@172.16.4.233) State Change CS INIT -> CS ROUTING
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:627
(sofia/external/14040000001@172.16.4.233) State INIT going to sleep
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change CS _ROUTING (Cur
2 Tot 28)
2017-04-11 11:51:40.717816 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001Q@172.16.4.233 entering state [calling] [0]
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:643
(sofia/external/14040000001@172.16.4.233) State ROUTING
2017-04-11 11:51:40.717816 [DEBUG] mod sofia.c:143
sofia/external/14040000001@172.16.4.233 SOFIA ROUTING
2017-04-11 11:51:40.717816 [DEBUG] switch ivr originate.c:67
(sofia/external/14040000001@172.16.4.233) State Change CS ROUTING ->
CS CONSUME MEDIA
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:643
(sofia/external/14040000001@172.16.4.233) State ROUTING going to sleep
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change CS_CONSUME MEDIA
(Cur 2 Tot 28)
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:662
(sofia/external/14040000001@172.16.4.233) State CONSUME MEDIA
2017-04-11 11:51:40.717816 [DEBUG] switch core state machine.c:662
(sofia/external/14040000001@172.16.4.233) State CONSUME MEDIA going to sleep
recv 350 bytes from udp/[172.16.4.233]1:5060 at 11:51:40.730549:

SIP/2.0 100 Trying

Call-ID: 98503449-9971-1235-f4be-000c290f0560

CSeq: 105626886 INVITE

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>;tag=sip+5+412d0004+cflc5d49

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113; rport=5080;branch=z9hG4bK54B6DXrle5e0B

Server: SIP/2.0

Content-Length: 0
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2017-04-11 11:51:40.717816 [DEBUG] switch ivr async.c:1500 No silence detection
configured; assuming start of speech
2017-04-11 11:51:40.757807 [DEBUG] switch core io.c:448 Setting BUG Codec
PCMA:8
recv 413 bytes from udp/[172.16.4.233]1:5060 at 11:51:42.737415:

SIP/2.0 180 Ringing

Call-ID: 98503449-9971-1235-£f4be-000c29b£f0560

CSeqg: 105626886 INVITE

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>;tag=sip+5+412d0004+cf1lc5d49

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;rport=5080;branch=z9hG4bK54B6DXrle5e0B

Server: SIP/2.0

Content-Length: 0

Contact: <sip:3£f609b0d70abf2d1d8cf32d8339351£3@172.16.4.233>

SIP/2.0 200 OK

Call-ID: 98503449-9971-1235-£f4be-000c29b£f0560

CSeqg: 105626886 INVITE

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e

To: <sip:14040000001Q@172.16.4.233>;tag=sip+5+412d0004+cf1c5d49

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113;rport=5080;branch=z9hG4bK54B6DXrle5eQB

Server: SIP/2.0

Content-Length: 133

Contact: <sip:3£f609b0d70abf2d1d8cf32d8339351£3@172.16.4.233>

Content-Type: application/sdp

v=0

o=userl 53655765 2353687637 IN IP4 172.16.4.19

s=—

c=IN IP4 172.16.4.19

t=0 0

m=audio 6000 RTP/AVP 8

a=rtpmap:8 PCMA/8000
2017-04-11 11:51:42.737716 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001@172.16.4.233 entering state [proceeding] [180]
2017-04-11 11:51:42.737716 [NOTICE] sofia.c:7156 Ring-Ready
sofia/external/14040000001@172.16.4.233!
2017-04-11 11:51:42.737716 [DEBUG] switch channel.c:3345
(sofia/external/14040000001@172.16.4.233) Callstate Change DOWN -> RINGING
2017-04-11 11:51:42.737716 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001@172.16.4.233 entering state [completing] [200]
2017-04-11 11:51:42.737716 [DEBUG] sofia.c:7058 Remote SDP:
v=0
o=userl 53655765 2353687637 IN IP4 172.16.4.19
s=-
c=IN IP4 172.16.4.19
t=0 0
m=audio 6000 RTP/AVP 8
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a=rtpmap:8 PCMA/8000

send 408 bytes to udp/[172.16.4.233]:5060 at 11:51:42.741373:
ACK sip:3f609b0d70abf2d1d8cf32d8339351£3@172.16.4.233 SIP/2.0
Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9hG4bK6D5yFr94Be59p
Max-Forwards: 70
From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e
To: <sip:14040000001Q@172.16.4.233>;tag=sip+5+412d0004+cf1lc5d49
Call-ID: 98503449-9971-1235-£f4be-000c29p£0560
CSeq: 105626886 ACK
Contact: <sip:mod sofia@172.16.4.113:5080>
Content-Length: 0

2017-04-11 11:51:42.737716 [DEBUG] sofia.c:7048 Channel
sofia/external/14040000001Q@172.16.4.233 entering state [ready] [200]

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMA:8:8000:20:64000:1]

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4484 Audio Codec Compare
[PCMA:8:8000:20:64000:1] ++++ is saved as a match

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]1/[G722:9:8000:20:64000:1]

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4429 Audio Codec Compare
[PCMA:8:8000:20:64000:1]/[PCMU:0:8000:20:64000:1]

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:3049 Set Codec
sofia/external/14040000001@172.16.4.233 PCMA/8000 20 ms 160 samples 64000 bits
1 channels

2017-04-11 11:51:42.737716 [DEBUG] switch core codec.c:111
sofia/external/14040000001@172.16.4.233 Original read codec set to PCMA:8
2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4718 No 2833 in SDP.
Liberal DTMF mode adding 101 as telephone-event.

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:4747
sofia/external/14040000001@172.16.4.233 Set 2833 dtmf send payload to 101 recv
payload to 101

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:6803 AUDIO RTP
[sofia/external/14040000001@172.16.4.233] 172.16.4.113 port 22472 ->
172.16.4.19 port 6000 codec: 8 ms: 20

2017-04-11 11:51:42.737716 [DEBUG] switch rtp.c:4095 Starting timer [soft] 160
bytes per 20ms

2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:7109
sofia/external/14040000001@172.16.4.233 Set 2833 dtmf send payload to 101
2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:7116
sofia/external/14040000001@172.16.4.233 Set 2833 dtmf receive payload to 101
2017-04-11 11:51:42.737716 [DEBUG] switch core media.c:7139
sofia/external/14040000001@172.16.4.233 Set rtp dtmf delay to 40

2017-04-11 11:51:42.737716 [NOTICE] sofia.c:8167 Channel
[sofia/external/14040000001Q@172.16.4.233] has been answered

2017-04-11 11:51:42.737716 [DEBUG] switch channel.c:3772
(sofia/external/14040000001@172.16.4.233) Callstate Change RINGING -> ACTIVE
2017-04-11 11:51:42.757730 [DEBUG] switch ivr originate.c:1273 Raw Codec
Activation Success L16@8000hz 1 channel 20ms

2017-04-11 11:51:42.757730 [DEBUG] switch core codec.c:223 sofia/external/di-
shi@sip.transnexus.com Push codec L16:100
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2017-04-11 11:51:42.778698 [DEBUG] switch ivr originate.c:1342 Play Ringback
Tone [%(2000,4000,440,480)]
2017-04-11 11:51:42.778698 [DEBUG] switch core codec.c:248 sofia/external/di-
shi@sip.transnexus.com Restore previous codec PCMA:8.
2017-04-11 11:51:42.778698 [DEBUG] switch ivr originate.c:3690 Originate
Resulted in Success: [sofia/external/14040000001@172.16.4.233]
2017-04-11 11:51:42.778698 [DEBUG] switch channel.c:2047 (sofia/external/di-
shi@sip.transnexus.com) Callstate Change RING WAIT -> ACTIVE
2017-04-11 11:51:42.778698 [DEBUG] switch ivr bridge.c:1574
(sofia/external/14040000001@172.16.4.233) State Change CS CONSUME MEDIA ->
CS EXCHANGE MEDIA
2017-04-11 11:51:42.778698 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change
CS_EXCHANGE MEDIA (Cur 2 Tot 28)
2017-04-11 11:51:42.778698 [DEBUG] switch core state machine.c:653
(sofia/external/14040000001€@172.16.4.233) State EXCHANGE MEDIA
2017-04-11 11:51:42.778698 [DEBUG] mod sofia.c:631 SOFIA EXCHANGE MEDIA
recv 507 bytes from udp/[172.16.4.233]:5060 at 11:51:47.314577:

BYE sip:14040000001@172.16.4.113:5080;transport=udp SIP/2.0

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+56b500£65541alacc560288459f61da8l+sip+4+abdded
8d

Call-ID:
0gQAAC8WAAACBAAALXYAAAG6VHdABa/Y4U6GNZzxBjwuuWfoH9z80KGUg5MYx/0rgFm/0z52ztNfSkeAM8
Mm05n90--@172.16.4.233

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>;tag=78HjmrOH2FZmK

CSeq: 2 BYE

Content-Length: 0

Max-Forwards: 69

User-Agent: X-Lite release 4.9.8 stamp 84253

2017-04-11 11:51:47.317816 [NOTICE] sofia.c:1012 Hangup sofia/external/di-
shi@sip.transnexus.com [CS EXECUTE] [NORMAL CLEARING]
send 601 bytes to udp/[172.16.4.233]:5060 at 11:51:47.324551:

SIP/2.0 200 OK

Via: SIP/2.0/UDP
172.16.4.233:5060;branch=z9hG4bK+56b500£65541alacc560288459f61da8l+sip+4+abdded
8d

From: <sip:di-shi@sip.transnexus.com>;tag=172.16.4.233+4+d23fade7+81c4e324

To: <sip:14040000001@sip.transnexus.com>;tag=78HjmrO0H2FZmK

Call-ID:
0gQAAC8WAAACBAAALXYAAAG6VHqdBa/Y4U6NZzxBjwuulWfoH9z80KGUg5oMYx/0rgFm/0z52ztNfSkeAMS
Mm05n90--@172.16.4.233

CSeq: 2 BYE

User-Agent: FreeSWITCH-
mod sofia/1.6.16+git~20170403T142423%Z~e6d643b29%c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Content-Length: 0
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2017-04-11 11:51:47.317816 [DEBUG] switch ivr bridge.c:760 BRIDGE THREAD DONE
[sofia/external/di-shi@sip.transnexus.com]
2017-04-11 11:51:47.337745 [DEBUG] switch ivr bridge.c:760 BRIDGE THREAD DONE
[sofia/external/14040000001@172.16.4.233]
2017-04-11 11:51:47.337745 [NOTICE] switch ivr bridge.c:864 Hangup
sofia/external/14040000001@172.16.4.233 [CS_EXCHANGE MEDIA] [NORMAL CLEARING]
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:653
(sofia/external/14040000001@172.16.4.233) State EXCHANGE MEDIA going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change CS HANGUP (Cur 2
Tot 28)
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:850
(sofia/external/14040000001@172.16.4.233) Callstate Change ACTIVE -> HANGUP
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:852
(sofia/external/14040000001@172.16.4.233) State HANGUP
2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:432
sofia/external/14040000001@172.16.4.233 Overriding SIP cause 480 with 200 from
the other leg
2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:438 Channel
sofia/external/14040000001@172.16.4.233 hanging up, cause: NORMAL CLEARING
2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:491 Sending BYE to
sofia/external/14040000001@172.16.4.233
send 614 bytes to udp/[172.16.4.233]:5060 at 11:51:47.343172:

BYE sip:3f609b0d70abf2d1d8cf32d8339351£f3@172.16.4.233 SIP/2.0

Via: SIP/2.0/UDP 172.16.4.113:5080; rport;branch=z9nhG4bK7pyQHKt88pUv]

Max-Forwards: 70

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>;tag=sip+5+412d0004+cf1lc5d49

Call-ID: 98503449-9971-1235-£f4be-000c29b£f0560

CSeqg: 105626887 BYE

User-Agent: FreeSWITCH-
mod_sofia/1.6.16+git~20170403T1424232~e6d643b29c~64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER,
REFER, NOTIFY

Supported: timer, path, replaces

Reason: Q.850;cause=16;text="NORMAL CLEARING"

Content-Length: 0

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:60
sofia/external/14040000001@172.16.4.233 Standard HANGUP, cause: NORMAL CLEARING
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:852
(sofia/external/14040000001@172.16.4.233) State HANGUP going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:619
(sofia/external/14040000001@172.16.4.233) State Change CS HANGUP ->
CS_REPORTING

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:584
(sofia/external/14040000001@172.16.4.233) Running State Change CS_REPORTING
(Cur 2 Tot 28)

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:938
(sofia/external/14040000001@172.16.4.233) State REPORTING
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2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:174
sofia/external/14040000001@172.16.4.233 Standard REPORTING, cause:

NORMAL CLEARING

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:938
(sofia/external/14040000001Q@172.16.4.233) State REPORTING going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:610
(sofia/external/14040000001@172.16.4.233) State Change CS_REPORTING ->
CS_DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core session.c:1664 Session 28
(sofia/external/14040000001@172.16.4.233) Locked, Waiting on external entities
2017-04-11 11:51:47.337745 [DEBUG] switch ivr bridge.c:1675 sofia/external/di-
shi@sip.transnexus.com skip receive message [UNBRIDGE] (channel is hungup
already)

2017-04-11 11:51:47.337745 [DEBUG] switch core session.c:2814
sofia/external/di-shi@sip.transnexus.com skip receive message
[APPLICATION EXEC COMPLETE] (channel is hungup already)

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:650
(sofia/external/di-shi@sip.transnexus.com) State EXECUTE going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_HANGUP (Cur
2 Tot 28)

2017-04-11 11:51:47.337745 [DEBUG] switch ivr async.c:1316 Stop recording file
/usr/local/freeswitch/recordings/2017-04-11-11-51-40 14040000001 di-shi.wav
2017-04-11 11:51:47.337745 [NOTICE] switch core session.c:1682 Session 28
(sofia/external/14040000001@172.16.4.233) Ended

2017-04-11 11:51:47.337745 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/14040000001€172.16.4.233 [CS_DESTROY]

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:741
(sofia/external/14040000001@172.16.4.233) Running State Change CS_DESTROY (Cur
1 Tot 28)

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:751
(sofia/external/14040000001@172.16.4.233) State DESTROY

2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:343
sofia/external/14040000001@172.16.4.233 SOFIA DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:181
sofia/external/14040000001@172.16.4.233 Standard DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:751
(sofia/external/14040000001Q@172.16.4.233) State DESTROY going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch ivr async.c:1380 Channel is hung up
2017-04-11 11:51:47.337745 [DEBUG] switch core media bug.c:1124 Removing BUG
from sofia/external/di-shi@sip.transnexus.com

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:850
(sofia/external/di-shi@sip.transnexus.com) Callstate Change ACTIVE -> HANGUP
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP

2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:438 Channel sofia/external/di-
shi@sip.transnexus.com hanging up, cause: NORMAL CLEARING

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:60
sofia/external/di-shi@sip.transnexus.com Standard HANGUP, cause:

NORMAL CLEARING

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:852
(sofia/external/di-shi@sip.transnexus.com) State HANGUP going to sleep
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:619
(sofia/external/di-shi@sip.transnexus.com) State Change CS HANGUP ->

CS_ REPORTING
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2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:584
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS_REPORTING
(Cur 1 Tot 28)
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:174
sofia/external/di-shi@sip.transnexus.com Standard REPORTING, cause:
NORMAL CLEARING
2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:938
(sofia/external/di-shi@sip.transnexus.com) State REPORTING going to sleep
recv 405 bytes from udp/[172.16.4.233]1:5060 at 11:51:47.346024:

SIP/2.0 200 OK

Call-ID: 98503449-9971-1235-£f4be-000c29b£f0560

CSeqg: 105626887 BYE

From: "di-shi" <sip:di-shi@172.16.4.113>;tag=8HBBpKHNZrN7e

To: <sip:14040000001@172.16.4.233>;tag=sip+5+412d0004+cf1c5d49

Via: SIP/2.0/UDP
172.16.4.113:5080;received=172.16.4.113; rport=5080;branch=z9nhG4bK7pyQHKt88pUv]j

Server: SIP/2.0

Content-Length: 0

Contact: <sip:3f609b0d70abf2d1d8c£32d8339351£30@172.16.4.233>

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:610
(sofia/external/di-shi@sip.transnexus.com) State Change CS REPORTING ->
CS_DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core session.c:1664 Session 27
(sofia/external/di-shi@sip.transnexus.com) Locked, Waiting on external entities
2017-04-11 11:51:47.337745 [NOTICE] switch core session.c:1682 Session 27
(sofia/external/di-shi@sip.transnexus.com) Ended

2017-04-11 11:51:47.337745 [NOTICE] switch core session.c:1686 Close Channel
sofia/external/di-shi@sip.transnexus.com [CS DESTROY]

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:741
(sofia/external/di-shi@sip.transnexus.com) Running State Change CS DESTROY (Cur
0 Tot 28)

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY

2017-04-11 11:51:47.337745 [DEBUG] mod sofia.c:343 sofia/external/di-
shi@sip.transnexus.com SOFIA DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:181
sofia/external/di-shi@sip.transnexus.com Standard DESTROY

2017-04-11 11:51:47.337745 [DEBUG] switch core state machine.c:751
(sofia/external/di-shi@sip.transnexus.com) State DESTROY going to sleep

6 Appendixes

6.1 FreeSWITCH Dialplan

6.1.1 Txnx.xml
<include>
<context name="txnx">
<extension name="unloop">
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<condition field="${unroll loops}" expression=""trues$"/>
<condition field="${sip looped call}" expression=""true$">
<action application="deflect" data="${destination number}"/>
</condition>
</extension>

<!--
Tag anything pass thru here as an outside call so you can make sure
not to create any routing loops based on the conditions that it came
from the outside of the switch.

-=>

<extension name="outside call" continue="true">
<condition>
<action application="set" data="outside call=true"/>
</condition>
</extension>

<extension name="call debug" continue="true">
<condition field="S${call debug}" expression=""true$" break="never">
<action application="info"/>
</condition>
</extension>

<extension name="osp">

<!-- For any called number -->
<condition>
<!-- Jump to captcha logic with destination number as called number -->

<action application="transfer" data="${destination number} XML
captcha"/>

<!-- Jump to recording logic with destination number as called number -
->

<action application="transfer" data="${destination number} XML
recording"/>

</condition>
</extension>
</context>

<!--
You can place files in txnx directory to get included.
-——>
<X-PRE-PROCESS cmd="include" data="txnx/*.xml"/>
</include>

Note: Both captcha and recording start points are put in OSP extension just for test purpose.

6.1.2 Captcha.xml
<include>
<!-- Captcha logic -->
<context name="captcha">
<extension name="captcha">

<!-- For any called number -->
<condition>
<!-- Answer -->
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<action application="answer"/>

<!-- Generate random pin number between 0 and 9999 -->
<action application="set"

data="pin number=${expr (randomize (&seed) ;ceil (random(0, 9999, &seed))) }"/>
<!-- Inform pin number -->

<action application="say" data="en number iterated ${pin number}"/>
<!-- Request input -->
<action application="set" data="prompt=ivr/ivr-
please enter pin followed by pound.wav"/>
<action application="set" data="invalid prompt=ivr/ivr-
pin or extension is-invalid.wav"/>
<action application="play and get digits"
data="1 4 1 4000 # S{prompt} ${invalid prompt} res
~${pin number}$ 4000 ${destination number} XML captcha fraud"/>
<action application="transfer" data="S${destination number} XML
captcha no fraud"/>
</condition>
</extension>
</context>

<!-- Captcha no fraud detected -->
<context name="captcha no fraud">
<extension name="fraud detected">
<condition>
<!-- No fraud detected, transfer call back -->
<action application="deflect"
data="sip:${destination number}@${network addr}"/>
</condition>
</extension>
</context>

<!-- Captcha fraud detected -->
<context name="captcha fraud">
<extension name="fraud detected">
<condition>
<!-- Fraud detected, record the call -->
<action application="log" data="CRIT Captcha fraud detected"/>
<action application="transfer" data="${destination number} XML
recording"/>
</condition>
</extension>
</context>
</include>

Note: The configuration can be improved

Always 4-digit pin
Prompt
Allow retrying

P wnNnpe

Fork based on the information in SIP message (second step)

6.1.3 Recording.xml

<include>
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<!-- Recording logic -->
<context name="recording">
<extension name="recording">

<!-- For any called number -->
<condition>
<!-- Record information -->

<action application="set" data="RECORD TITLE=Recording
${destination number} ${caller id number} ${strftime (%Y-%m-%d %H:%M)}"/>
<action application="set" data="RECORD COPYRIGHT=(c) 2017 TransNexus,
Inc."/>
<action application="set" data="RECORD SOFTWARE=FreeSWITCH"/>
<action application="set" data="RECORD COMMENT=Record of fraud detected
call"/>
<action application="set" data="RECORD DATE=${strftime (3Y-%m-
$d SH:%M) }"/>
<action application="set" data="RECORD STEREO=false"/>
<action application="record session"
data="$${base dir}/recordings/${strftime ($Y-Sm-%d-SH-%M-
%$S)} ${destination number} ${caller id number}.wav"/>
<action application="set" data="ringback=S${us-ring}"/>
<!-- Allow transcoding -->
<action application="bridge"
data="{media mix inbound outbound codecs=true}sofia/external/${destination numb
er}@${network addr}"/>
</condition>
</extension>
</context>
</include>

Note: The configuration can be improved

1. Use other format for recording files
2. Fork based on the information in SIP message (second step)

6.2 Acme Configuration
local-policy
from-address

to-address

source-realm

inrealm
description
activate-time N/A
deactivate-time N/A
state enabled
policy-priority none
last-modified-by admin@172.16.4.113
last-modified-date 2015-04-07 15:57:59
policy-attribute
next-hop 172.16.4.113
realm outrealm
action none
terminate-recursion disabled
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carrier
start-time
end-time
days-of-week
cost
app-protocol
state

methods
media-profiles
lookup
next-key
eloc-str-lkup
eloc-str-match

local-policy

from-address

to-address

source-realm

description

activate-time

deactivate-time

state

policy-priority

last-modified-by

last-modified-date

policy-attribute
next-hop
realm
action
terminate-recursion
carrier
start-time
end-time
days-of-week
cost
app-protocol
state
methods
media-profiles
lookup
next-key
eloc-str-lkup
eloc-str-match

network-interface

name
sub-port-id
description
hostname
ip-address
pri-utility-addr
sec-utility-addr
netmask

gateway
sec-gateway

0000
2400
U-S

enabled

single

disabled

172.16.4.159

*

N/A

N/A

enabled

none
admin@172.16.4.113
2015-04-07 15:58:11

172.16.4.19
outrealm
none
disabled
0000

2400

U-S

0

enabled

single

disabled

M10

172.16.4.157

255.255.0.0
172.16.4.1
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gw-heartbeat
state disabled
heartbeat 0
retry-count 0
retry-timeout 1
health-score 0

dns-ip-primary

dns-ip-backupl

dns-ip-backup2

dns-domain

dns-timeout 11

hip-ip-list

ftp-address

icmp-address

snmp-address

telnet-address

ssh-address 172.16.4.57
signaling-mtu 0
last-modified-by admin@172.16.4.113
last-modified-date 2015-04-09 02:05:44
phy-interface
name M10
operation-type Media
port 0
slot 1
virtual-mac
admin-state enabled
auto-negotiation enabled
duplex—-mode FULL
speed 100
overload-protection disabled
last-modified-by admin@172.16.5.2
last-modified-date 2013-03-29 09:37:40
realm-config

identifier inrealm
description
addr-prefix 172.16.5.0
network-interfaces

M10:0
mm-in-realm enabled
mm-in-network enabled
mm-same-ip enabled
mm-in-system enabled
bw-cac-non-mm disabled
msm-release disabled
gos-enable enabled
generate-UDP-checksum disabled
max-bandwidth 0
fallback-bandwidth 0
max-priority-bandwidth 0
max—latency 0
max-jitter 0
max-packet-loss 0
observ-window-size 0

parent-realm
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dns-realm

media-policy
media-sec-policy
srtp-msm-passthrough
in-translationid
out-translationid
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
class-profile
average-rate-limit
access-control-trust-level
invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
symmetric-latching
pai-strip
trunk-context
early-media-allow
enforcement-profile
additional-prefixes
restricted-latching
restriction-mask
accounting-enable
user-cac-mode
user-cac-bandwidth
user—-cac-sessions
icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
monthly-minutes
net-management-control
delay-media-update
refer-call-transfer
refer-notify-provisional
dyn-refer-term
codec-policy
codec-manip-in-realm
constraint-name
call-recording-server-id
xng-state

hairpin-id

stun-enable
stun-server-ip
stun-server-port
stun-changed-ip
stun-changed-port
match-media-profiles

disabled

disabled
disabled

none
32
enabled
none

0

0
0
0

0
disabled
disabled
disabled
none
disabled

disabled

xng-unknown
0

disabled
0.0.0.0
3478
0.0.0.0
3479
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gos-constraint
sip-profile
sip-isup-profile
block-rtcp
hide-egress-media-update
tcp-media-profile
subscription-id-type
last-modified-by
last-modified-date

realm-config

identifier
description
addr-prefix
network-interfaces

mm-in-realm
mm-in-network
mm-same-ip
mm-in-system
bw-cac-non-mm
msm-release
gos-enable
generate-UDP-checksum
max-bandwidth
fallback-bandwidth
max-priority-bandwidth
max—latency
max-jitter
max-packet-loss
observ-window-size
parent-realm
dns-realm
media-policy
media-sec-policy
srtp-msm-passthrough
in-translationid
out-translationid
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
class-profile
average-rate-limit

access-control-trust-level

invalid-signal-threshold
maximum-signal-threshold

untrusted-signal-threshold

nat-trust-threshold
deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
symmetric-latching
pai-strip

disabled
disabled

END USER_NONE
admin@172.16.4.113
2015-04-09 02:37:27

outrealm

172.16.4.0

M10:0
disabled
enabled
enabled
enabled
disabled
disabled
disabled
disabled

O O O O O O O

disabled

disabled
disabled
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trunk-context
early-media-allow
enforcement-profile
additional-prefixes

restricted-latching none
restriction-mask 32
accounting-enable enabled
user-cac-mode none
user—-cac-bandwidth 0
user-cac-sessions 0
icmp-detect-multiplier 0
icmp-advertisement-interval 0
icmp-target-ip

monthly-minutes 0
net-management-control disabled
delay-media-update disabled
refer-call-transfer disabled
refer-notify-provisional none
dyn-refer-term disabled
codec-policy

codec-manip-in-realm disabled

constraint-name
call-recording-server-id
xng-state

hairpin-id

xng-unknown
0

stun-enable disabled
stun-server-ip 0.0.0.0
stun-server-port 3478
stun-changed-ip 0.0.0.0
stun-changed-port 3479
match-media-profiles

gos-constraint

sip-profile

sip-isup-profile

block-rtcp disabled
hide-egress-media-update disabled

tcp-media-profile

subscription-id-type

last-modified-by

last-modified-date
realm-config

identifier

description

addr-prefix

END USER_NONE
admin@l172.16.4.113
2015-04-09 02:37:36

sbcrealm

172.16.4.156
network-interfaces

M10:0
mm-in-realm enabled
mm-in-network enabled
mm-same-ip enabled
mm-in-system enabled
bw-cac-non-mm disabled
msm-release disabled
gos-enable enabled
generate-UDP-checksum disabled
max-bandwidth 0
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fallback-bandwidth
max-priority-bandwidth
max—-latency

max-jitter
max-packet-loss
observ-window-size
parent-realm

dns-realm

media-policy
media-sec-policy
srtp-msm-passthrough
in-translationid
out-translationid
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
class-profile
average-rate-limit
access-control-trust-level
invalid-signal-threshold
maximum-signal-threshold
untrusted-signal-threshold
nat-trust-threshold
deny-period
cac-failure-threshold

untrust-cac-failure-threshold

ext-policy-svr
diam-e2-address-realm
symmetric-latching
pai-strip

trunk-context
early-media-allow
enforcement-profile
additional-prefixes
restricted-latching
restriction-mask
accounting-enable
user-cac-mode
user-cac-bandwidth
user-cac-sessions
icmp-detect-multiplier
icmp-advertisement-interval
icmp-target-ip
monthly-minutes
net-management-control
delay-media-update
refer-call-transfer
refer-notify-provisional
dyn-refer-term
codec-policy
codec-manip-in-realm
constraint-name
call-recording-server-id
xng-state

O O O O O O

disabled

disabled
disabled

none
32
enabled
none

0

0

0

0

0
disabled
disabled
disabled
none

disabled

disabled

xng-unknown
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hairpin-id 0

stun-enable disabled
stun-server-ip 0.0.0.0
stun-server-port 3478
stun-changed-ip 0.0.0.0
stun-changed-port 3479

match-media-profiles
gos-constraint
sip-profile
sip-isup-profile

block-rtcp disabled

hide-egress-media-update disabled

tcp-media-profile

subscription-id-type END USER NONE

last-modified-by admin@172.16.4.113

last-modified-date 2015-04-09 02:37:57
session-agent

hostname 172.16.4.113

ip-address 172.16.4.113

port 5080

state enabled

app-protocol SIP

app-type

transport-method UDP

realm-id outrealm

egress-realm-id
description
carriers
allow-next-hop-1lp enabled
constraints disabled
max-sessions
max-inbound-sessions
max-outbound-sessions
max-burst-rate
max—-inbound-burst-rate
max-outbound-burst-rate
max-sustain-rate
max-inbound-sustain-rate
max-outbound-sustain-rate
min-seizures

min-asr

time-to-resume
ttr-no-response
in-service-period
burst-rate-window

O O O O O O Ul o O O o o o o o o

sustain-rate-window
reg-uri-carrier-mode None
proxy-mode

redirect-action

loose-routing enabled
send-media-session enabled
response-map

ping-method

ping-interval 0
ping-send-mode keep-alive
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ping-all-addresses disabled
ping-in-service-response-codes
out-service-response-codes
load-balance-dns-query hunt
media-profiles

in-translationid

out-translationid

trust-me disabled
request-uri-headers

stop-recurse

local-response-map

ping-to-user-part

ping-from-user-part

li-trust-me disabled
in-manipulationid

out-manipulationid

manipulation-string
manipulation-pattern

p-asserted-id

trunk-group

max-register-sustain-rate 0
early-media-allow
invalidate-registrations disabled
rfc2833-mode none
rfc2833-payload 0

codec-policy
enforcement-profile

refer-call-transfer enabled
refer-notify-provisional none
reuse-connections NONE
tcp-keepalive none
tcp-reconn-interval 0
max-register-burst-rate 0
register-burst-window 0

sip-profile
sip-isup-profile

kpml-interworking inherit

last-modified-by admin@172.16.5.15

last-modified-date 2015-04-07 14:03:37
session-agent

hostname 172.16.4.19

ip-address 172.16.4.19

port 5060

state enabled

app-protocol SIP

app-type

transport-method UDP

realm-id outrealm

egress-realm-id

description

carriers

allow-next-hop-1lp enabled

constraints disabled

max-sessions 0

max-inbound-sessions 0
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max-outbound-sessions
max-burst-rate
max-inbound-burst-rate
max-outbound-burst-rate
max-sustain-rate
max-inbound-sustain-rate
max-outbound-sustain-rate
min-seizures

min-asr

time-to-resume
ttr-no-response
in-service-period
burst-rate-window
sustain-rate-window
reg-uri-carrier-mode
proxy-mode
redirect-action
loose-routing
send-media-session
response-map
ping-method
ping-interval
ping-send-mode
ping-all-addresses

ping-in-service-response-codes

out-service-response-codes
load-balance-dns-query
media-profiles
in-translationid
out-translationid
trust-me
request-uri-headers
stop-recurse
local-response-map
ping-to-user-part
ping-from-user-part
li-trust-me
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
p-asserted-id
trunk-group
max-register-sustain-rate
early-media-allow
invalidate-registrations
rfc2833-mode
rfc2833-payload
codec-policy
enforcement-profile
refer-call-transfer
refer-notify-provisional
reuse-connections
tcp-keepalive
tcp-reconn-interval

O O O O O O Ul OO o o o o o

None

enabled
enabled

0
keep-alive
disabled

hunt

disabled

disabled

disabled
none
0

disabled
none
NONE
none

0
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max-register-burst-rate 0
register-burst-window 0
sip-profile

sip-isup-profile

kpml-interworking inherit

last-modified-by admin@172.16.5.15

last-modified-date 2015-04-07 14:02:39
sip-config

state enabled

operation-mode dialog

dialog-transparency disabled

home-realm-id sbcrealm

egress-realm-id

nat-mode None

registrar-domain *

registrar-host *

registrar-port 5060

register-service-route always

init-timer 500

max-timer 4000

trans-expire 5

initial-inv-trans-expire 0

invite-expire 180

inactive-dynamic-conn 32

enforcement-profile
pac-method

pac-interval 10
pac-strategy PropDist
pac-load-weight 1
pac-session-weight 1
pac-route-weight 1
pac-callid-lifetime 600
pac-user-lifetime 3600
red-sip-port 1988
red-max-trans 10000
red-sync-start-time 5000
red-sync-comp-time 1000
add-reason-header disabled
sip-message-len 4096
enum-sag-match disabled
extra-method-stats disabled
extra-enum-stats disabled
registration-cache-limit 0
register-use-to-for-1p disabled
options max-udp-length=0
set-inv-exp-at-100-resp
refer-src-routing disabled
add-ucid-header disabled
proxy-sub-events
allow-pani-for-trusted-only disabled
pass—-gruu-contact disabled
sag-lookup-on-redirect enabled
set-disconnect-time-on-bye disabled
msrp-delayed-bye-timer 15
last-modified-by admin@172.16.4.113
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last-modified-date 2015-04-09 02:13:37
sip-interface

state enabled

realm-id sbcrealm

description

sip-port
address 172.16.4.157
port 5060
transport-protocol UDP

tls-profile

multi-home-addrs

allow-anonymous all
ims-aka-profile

carriers

trans-expire 0
initial-inv-trans-expire 0
invite-expire 0
max-redirect-contacts 0
proxy-mode

redirect-action Recurse
contact-mode none
nat-traversal none
nat-interval 30
tcp-nat-interval 90
registration-caching disabled
min-reg-expire 300
registration-interval 3600
route-to-registrar disabled
secured-network disabled
teluri-scheme disabled
uri-fgdn-domain

trust-mode all
max-nat-interval 3600
nat-int-increment 10
nat-test-increment 30
sip-dynamic-hnt disabled
stop-recurse 401,407
port-map-start 0
port-map-end 0
in-manipulationid inHMR
out-manipulationid outHMR
manipulation-string
manipulation-pattern

sip-ims-feature disabled
subscribe-reg-event disabled
operator-identifier

anonymous-priority none
max-incoming-conns 0

per-src-ip-max-incoming-conns 0
inactive-conn-timeout 0
untrusted-conn-timeout 0
network-id

ext-policy-server
default-location-string
charging-vector-mode pass
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charging-function-address-mode pass
ccf-address
ecf-address

term-tgrp-mode none
implicit-service-route disabled
rfc2833-payload 101
rfc2833-mode transparent

constraint-name

response-map

local-response-map

ims-aka-feature disabled
enforcement-profile
route-unauthorized-calls

tcp-keepalive none
add-sdp-invite disabled
add-sdp-profiles

sip-profile

sip-isup-profile

tcp-conn-dereg 0
register-keep-alive none
kpml-interworking disabled

tunnel-name

msrp-delay-egress-bye disabled
send-380-response

session-timer-profile

last-modified-by admin@172.16.5.15
last-modified-date 2015-04-07 14:59:30
sip-interface

state enabled

realm-id inrealm

description

sip-port
address 172.16.4.158
port 5060
transport-protocol UDP

tls-profile

multi-home-addrs

allow-anonymous all
ims-aka-profile

carriers

trans-expire 0
initial-inv-trans-expire 0
invite-expire 0
max-redirect-contacts 0
proxy-mode

redirect-action

contact-mode none
nat-traversal none
nat-interval 30
tcp-nat-interval 90
registration-caching disabled
min-reg-expire 300
registration-interval 3600
route-to-registrar disabled
secured-network disabled
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teluri-scheme disabled
uri-fgdn-domain

trust-mode all
max-nat-interval 3600
nat-int-increment 10
nat-test-increment 30
sip-dynamic-hnt disabled
stop-recurse 401,407
port-map-start 0
port-map-end 0

in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern

sip-ims-feature disabled
subscribe-reg-event disabled
operator-identifier

anonymous-priority none
max-incoming-conns 0

per-src-ip-max-incoming-conns O
inactive-conn-timeout 0
untrusted-conn-timeout 0
network-id

ext-policy-server
default-location-string
charging-vector-mode pass
charging-function-address-mode pass
ccf-address

ecf-address

term-tgrp-mode none
implicit-service-route disabled
rfc2833-payload 101
rfc2833-mode transparent

constraint-name

response-map

local-response-map

ims-aka-feature disabled
enforcement-profile
route-unauthorized-calls

tcp-keepalive none
add-sdp-invite disabled
add-sdp-profiles

sip-profile

sip-isup-profile

tcp-conn-dereg 0
register-keep-alive none
kpml-interworking disabled

tunnel-name

msrp-delay-egress-bye disabled
send-380-response

session-timer-profile

last-modified-by admin@172.16.5.15

last-modified-date 2015-04-07 15:06:47
sip-interface

state enabled
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realm-id
description
sip-port
address
port
transport-protocol
tls-profile
multi-home-addrs
allow-anonymous
ims-aka-profile
carriers
trans-expire
initial-inv-trans-expire
invite-expire
max-redirect-contacts
proxy-mode
redirect-action
contact-mode
nat-traversal
nat-interval
tcp-nat-interval
registration-caching
min-reg-expire
registration-interval
route-to-registrar
secured-network
teluri-scheme
uri-fgdn-domain
trust-mode
max-nat-interval
nat-int-increment
nat-test-increment
sip-dynamic-hnt
stop-recurse
port-map-start
port-map-end
in-manipulationid
out-manipulationid
manipulation-string
manipulation-pattern
sip-ims-feature
subscribe-reg-event
operator-identifier
anonymous-priority
max-incoming-conns

per-src-ip-max-incoming-conns

inactive-conn-timeout
untrusted-conn-timeout
network-id
ext-policy-server
default-location-string
charging-vector-mode

outrealm

o O O O

none
none

30

90
disabled
300

3600
disabled
disabled
disabled

all

3600

10

30
disabled
401,407
0

0

disabled
disabled

pass

charging-function-address-mode pass

ccf-address
ecf-address
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term-tgrp-mode
implicit-service-route
rfc2833-payload
rfc2833-mode
constraint-name
response-map
local-response-map
ims-aka-feature
enforcement-profile
route-unauthorized-calls
tcp-keepalive
add-sdp-invite
add-sdp-profiles
sip-profile
sip-isup-profile
tcp-conn-dereg
register-keep-alive
kpml-interworking
tunnel-name
msrp-delay-egress-bye
send-380-response
session-timer-profile
last-modified-by
last-modified-date

sip-manipulation

name
description
split-headers
join-headers
header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value
new-value
last-modified-by
last-modified-date

sip-manipulation

name
description
split-headers
join-headers
header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value
new-value
element-rule

none
disabled
101
transparent

disabled

none
disabled

0
none
disabled

disabled

admin@172.16.5.15
2015-04-07 15:09:06

inHMR

SrcDev
P-Source-Device
add
case-sensitive
request

INVITE

$REMOTE VIA HOST
admin@console
2014-09-02 19:12:56

outHMR

isToProxy
request-uri
store
case-sensitive
request

INVITE
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name
parameter—-name
type
action
match-val-type
comparison-type
match-value
new-value
header-rule
name
header-name
action
comparison-type
msg-type
methods
match-value
new-value
last-modified-by
last-modified-date
steering-pool
ip-address
start-port
end-port
realm-id
network-interface
last-modified-by
last-modified-date
system-config
hostname
description
location
mib-system-contact
mib-system-name
mib-system-location
snmp-enabled
enable-snmp-auth-traps
enable-snmp-syslog-notify
enable-snmp-monitor-traps
enable-env-monitor-traps
snmp-syslog-his-table-length
snmp-syslog-level
system-log-level
process—-log-level
process-log-ip-address
process-log-port
collect
sample-interval
push-interval
boot-state
start-time
end-time
red-collect-state
red-max-trans
red-sync-start-time
red-sync-comp-time

admin@co
2014-09-

172.16.4
6000
6999
sbcrealm

admin@17
2010-07-

acme2
TxNx-LAB
Atlanta-

enabled
disabled
disabled
disabled
disabled
1
WARNING
WARNING
INFO
0.0.0.0
0
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isProxy

uri-host

store

any
case-sensitive
sipproxy

delSrcDev
P-Source-Device
delete

boolean

request

INVITE
!1$isToProxy.$isProxy

nsole
02 19:18:31

.157

2.16.4.7
06 14:45:26

-Testing
GA

5

15
disabled
now
never
disabled
1000
5000
1000



push-success-trap-state

call-trace
internal-trace
log-filter
default-gateway
restart
exceptions
telnet-timeout
console-timeout
remote-control
cli-audit-trail
link-redundancy-state
source-routing
cli-more
terminal-height
debug-timeout
trap-event-lifetime
default-v6-gateway
ipvé-signaling-mtu
ipv4-signaling-mtu
cleanup-time-of-day
snmp-engine-id-suffix
snmp-agent-mode
last-modified-by
last-modified-date
task done

Note: The key points

GW is refer-call-transfer enabled

PN

6.3 Perimeta Configuration
system
service-interface serv2
description "Access Network"
service-network 2
port-group-name AccessNetwork
ipv4

! Probing is disabled for service interface serv2 due to inconsistent

configuration:

! — The probe source IP for shelf A interface 1 has not been filled out
! — The probe source IP for shelf B interface 1 has not been filled out

subnet-prefix-length 18

gateway-ip-address 172.16.4.1
local-ip-address 172.16.4.233

service-address AccessIP

disabled
enabled
disabled
all
172.16.4.1
enabled

0

0
enabled
enabled
disabled
disabled
disabled
24

0

0

1500
1500
00:00

viv2
admin@172.16.4.113
2015-04-08 03:06:45

All calls from inrealm are routed to GW
All calls to outrealm are route to destination

Sip-config with option max-udp-length=0 to prevent SIP 513 error

probes-source-style specific-source

activate
network-security untrusted
criticality 8
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sbc
signaling
adjacency sip OtherSIP
description "Other Signaling Adjacency"
media-bypass-tags mbtag
force-signaling-peer initial-requests
adjacency-type preset-peering
service-address AccessIP
# service-network 2
# signaling-local-address ipv4 172.16.4.233
remote-address-range ipv4 172.16.4.0 prefix-len 27 trusted
signaling-peer 172.16.4.19
signaling-peer-port 5060
activate
adjacency sip AccessSIP
description "Access Signaling Adjacency"
call-media-policy
media-bypass-policy allow
media-bypass-tags mbtag
adjacency-type preset-peering
redirect-mode recurse-route
service-address AccessIP
# service-network 2
# signaling-local-address ipv4 172.16.4.233
remote-address-range ipv4 172.16.4.0 prefix-len 22 trusted
signaling-peer 172.16.4.139
signaling-peer-port 5060
activate
adjacency sip AccessOSPrey
description "Access OSPrey Adjacency"
transfer-policy
refer-to-invite-transfer
call-media-policy
media-bypass-policy allow
media-bypass-tags mbtag
force-signaling-peer initial-requests
adjacency-type preset-peering
service-address AccessIP
# service-network 2
# signaling-local-address ipv4 172.16.4.233
remote-address-range ipv4 172.16.4.96 prefix-len 27 trusted
signaling-peer 172.16.4.113
signaling-peer-port 5080
activate
call-policy-set 5
first-call-routing-table dstDomainTable
rtg-dst-domain-table dstDomainTable
entry 1
match-domain 172.16.4.233
dst-adjacency OtherSIP
action complete
entry 2
match-domain *
action next-table srcAdjTable
rtg-src-adjacency-table srcAdjTable
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entry 1
match-adjacency AccessSIP
dst-adjacency AccessOSPrey
action complete

entry 2
match-adjacency AccessOSPrey
dst-adjacency OtherSIP
action complete

complete
active-call-policy-set 5
activate

Note: The key points

All calls to Accessinterface are route to destination

All calls from AccessSIP are routed to GW

GW is refer-to-invite-transfer enabled

Both AccessOSPrey and OtherSIP are force initial request to peer

vk wnN e

Both AccessSIP and AccessOSPrey are bypass media
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